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Cisco FindIT Network Probe

Easy Setup Guide

You can easily set up your FindIT Network Probe
in this step-by-step guide.

El System Requirements
Bl Installing Probe

B} Configuring Probe

B Using Probe

B Connecting to Manager



n System Requirements

The Cisco FindIT Network Probe is distributed as a virtual machine image. To run
the Probe, your environment must meet the following requirements:

L Requremems |

@ Microsoft Hyper-V version 10.0 or above
@ Oracle VirtualBox version 5.0.2 or above
@ VMWare—It can be one of the following:
ESXi version 5.5 or above
Fusion version 7 or above
Workstation version 12 or above
CPU 1 x 64-bit Intel architecture
Memory 512 MB
Disk Space 2 GB

Hypervisor

The Probe is administered through a web user interface. To use this interface, your
browser must be one of the following:

@ Microsoft Internet Explorer version 11
@ Microsoft Edge version 38

@ Mozilla Firefox version 48

® Google Chrome version 52

® Apple Safari version 9

Ed Installing Probe

E Installing Probe

The Cisco FindIT Network Probe is provided as a virtual machine image, packaged
in both the Distributed Management Task Force's Open Virtualization Format (OVF),
and as a zipped Microsoft Hyper-V virtual machine.

The OVF deployment instructions using VMWare are discussed in this guide.

%5 10.71.135.54 - vSphere Client

ODownIoad the Probe ova

File | Edit View Inventory Adminisird file by navigating to http://
MNew 3 . . .
www.cisco.com/go/findit
| Deploy OVF Template... I e and selecting the [Down-
Export 4 .
it X load Software for this
P WA Mashghac Product] link in the [Sup-
Print Maps b pOFt] pane.
Exit © Log into ESXi and click
[Deploy OVF Template] in
[File] menu.
i s e Click [Browse] and select

Source

Select the source location.

Source

ONF Template Detals

Hame and Location

Storage

Disk Format

Ready to Complets Deploy From a File or URL

[ #cersadminitrabortDmanlods ¥opertRT-FindTTPrabe- x| - [[mrowse... |

Enter & URL to download and install the OVF packaas From the Internet, or
specify a location accessible from y , such as alocal hard drive,
network share, or a CD/DVD drive.

the file that downloaded
from cisco.com.

O ciick [Next].

Help < Batk I Hext » I Carcel
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Deploy O¥F Template

Name and Location
Specify a name and lacation for the deployed templats

[_[O[x]

Source

OVF Template Detsils
Name and Location

Disk Farmat
Ready to Complete.

Sterage 1% NaME &N CONEI Up 0 B0 Car aCEers and I MUt B Lniue AIEin Ce Iventary Tader.

Help

P [ |
ZA

Deploy OVF Template

Storage
“where do you want to store the virtual machine files?

Source Select 3 destiation storage fo the virtusl machine ies:
OWE Template Details - -

Mame. | Drive Type | Capacity | Provisioned | Free | Type | Thin Pray
Mame and Location
Storage ) dstastore dats  Non-5D 32675 353.80 6B 38275 VMFS5 _ Support
Disk Format. H datastorel Non-52D 271.00 GB 9.20 GB 270.05GB VMFS5 Supporte
Ready to Complats

4 >l

Select 2 datastore:

I Disable Storage BRS for this virtusl machie:

Hame. | Orive Tvpe | Capacity | Provisioned | Free | Type | Thin Pravis

| I

Help

<sak | [ roi> || concel |

4

©O-Fil in the VM name in
[Name] box and click
[Next].

G Select [datastore] that you
want to deploy this VM and
click [Next].

eplo:

Template

Disk Format
In which Format do you want to store the virtual disks?

Ed Installing Probe

ENGIEY OSeIect disk format and
click [Next].

Hame and Location

Avalable space (GE): 7987.7
Storans (e
Disk Format

Ready to Complete.

& Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed —0
" Thin Pravision

L Datastore: ldatastore_data
OUF Template Details =

Help

<ok | nens |I\ cancel |

A

Deploy O¥F Template

Ready to Complete
Are these the options you want to use?

I QCIick [Power on after
deployment] and click

Source
QVF Template Details
Dame and Location

wihen you dlick Finish, the deployment task wil be started.

Deployment settings

[Finish].

Storage OVFfile: o\l

Crsk Pormnat Download sze: 953 1B

Ready to Complete Sizeondisk: 1068
Name: FindITProve
Host/Cluster: localhost
Datastore: datastore_ddta

Disk provisioning:
Network Mapping:

IV power on after deployment

Thick Frovision Lazy Zeroed
VM Network” to "M Network”

ovinload: FFind]

Help

<o |[_eron || concs
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@ 3% Deploying FindIT Prove
Deployving FindIT Prove

Ceploving disk 1 of 1

s

|

™ Clase this dialog when completed

Cancel

@ Deployment Completed Successfully
Deploving FindIT Prove

Completed Successfully

I 3

Close

/£ Caution

0 The VM deployment starts
automatically and the de-
ploying status popup will
appear.

@ Click [Close] when
displayed [Deployment
Completed Success-
fully].

The default IP address configuration for the Probe is performed using DHCP. Make sure that

your DHCP server is running and can be reached.

(5 10.71.135.54 - ¥Sphere Client

File Edit “iew Inventory Administration Flug-ins Help

@ | |ﬁlf Home b gF Inventory b 1 Inwentory

DDW@ (IR II?J‘@‘H" &
54
CL? o
{3 Findl Guest K
& 1sE2, Snapshat L

@ veen @ Open Consale

(3 Edit Settings...
Add Permission. .. Chrl+P
Report Performance. ..
Rename

Open in Mew Window,..,  Cerl+alk+0

Remove from Invenkory

Delete From Disk

) localhost localdemain ¢ FindIT_Prove
STAL(E BR W) RETIY ()
0y 586 0B PR

L 29.295237]1 random: nonblocking pool is initialized
e

[Find [TProbe _login:| cisco

[Password:

dilaZ (29 13 82 17:15:18 CST) built-in shell Cash)

4

FindIT Probe (1.8 16861)
Powered by Openlirt CHADS CALMER (15.@5, r47955)

hanging password for cisco

ew passwor
Bad password: similar to username
retype password:
Passuord for cisco changed by cisco
isco@F indITProbe: ™ # _

IP Address: 1@ 74 134 179 Administration GUI: hitps: - 18 71 134 179
Enter 'config_um' to change platform settings and set a static IP address

~/ MEMO

Ed Installing Probe

@ Rright-click the VM.

@ Select [Open Console].

@Enter the default user-
name “cisco”.

@ Enter the default pass-
word “cisco”.

@Check the IP address.

The Probe can be discovered and accessed using the Cisco FindIT Network Discovery Util-

ity that enables you to automatically discover all supported Cisco devices in the same local

network segment as your computer. You can get a snapshot view of each device or launch

the product configuration utility to view and configure the settings. For more information, see

http://www.cisco.com/go/findit.

Cisco FindIT Network Management Install and Setting Guide



B Configuring Probe

BRI | Launching Probe User Interface

/ New Tab x W\

( C | 0 107113556 —o

5 Pl NetworkProbe x|\

< C | A burs1//10.71.135.56/agentindex html

N
cisco

FindIT Network Probe

English

520152015 Ciso
Syt

EEErE

o

altstle FindiT Network Probe
cisco

= oo | rosrrin | ot | Scion

a
Ack

o Launch a web browser,
enter the IP address into
the address bar, and press
Enter key.

The IP address is that checked
at the step 15 in the section 2.

e Enter the default username
“‘cisco” and the default
password ‘“cisco”, and

click [Login].

£\ Caution

You will be prompted to change
the password for the cisco
account. Ensure that the new
password is at least 8 charac-
ters in length using at least 3
different character classes.

e The Probe user interface is
displayed.

The Probe discovers the net-
work and generate Topology
map automatically.

H Configuring Probe

m\ Setting up Device Credentials

For FindIT network to be able to manage the network devices, you must provide

suitable credentials to allow access to the device.

© ‘!liih FindiT Network Probe - Tokyo Mid Town cisco
cisco

) Discovery Add New Credentials

Dashboard Enter one or more sets of credentials i the felds below. When applied, each credential will be tested against any device
e Aset

Device View combination, an SNMPV2 community or SNMP3 user name.

System Configuration
¥ 8 Usernam SNMP Communi
b Nety 1 SNMPY3 User Nan
<t Reports
@ Troubleshooting |
Device Groups
| 104 discovered devices need credentials

CAA Crecential
Credential Type Credential Ok Failed Reason

User M iement.

Chai vord Admin Userid/Password

Site Information

snp Invald credential

Manager Connection wap

Email Setting

P

Log Setting swp

Platform Settings Ciscostart WAP sup.

~/ MEMO

When the Probe discovers a device, it will initially at-
tempt to access the device using the default credentials
with the username “cisco”, password “cisco” and the
SNMP community “public”.

o Click [Administration].
9 Click [Device Credentials].

You will see a status message
showing the total number of de-
vices discovered and the num-
ber of discovered devices for
which credentials are required.
Click on this message to see a
list of devices requiring creden-
tials.

e Enter a username and
password combination
and/or SNMP community
in the respective fields.

If more sets of credentials are
required, then click the [+](plus)
icon. This allows up to three
sets of each type of credential
to be entered.

O ciick [Apply].

The Probe will test each cre-
dential against each device for
which a credential is required.
Working credentials are saved
for each device..
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BEEN | Changing Hostname, IP address, Time

You can change the Probe’s hostname, IP address, and time.

© b Finmwmpmbe? © ciick [Administration].

s il o e Click [Platform Settings].
y Dashboard -
System settings:
Port Management
- Hostmame: | Frarerabe e Enter the parameters that
System Configuration
o Nesworc IP Settings: you want to change
<} Reports ConnectionType: O DHCP @ StaticIP o )
¥ Troubleshooting 1 1Pué Address l 10.71.135.56 v ] C“Ck [Save] .
IPv4 Netmask l 255.255.248.0 b4 ]
Device Groups
1Pv4 Default Gateway l 10.71.135.254 b4 ]
Device Credentials
) Static DNS
CAA Credential
User Management StaticDH5 2
Change Password IPV6 Address

Site Information
IPvE Prefix Length: @)
Manager Connection
IPv6 Default Gateway
Email Settings

Time Settings:

Log Setting

Source: @ MNetwork Time Protocol O Local Clock

Backup & Restore NTP Server 1 [ 10.71.136.1 4

NTP Server2:

4

/A2 Caution
If you change the IP address, you have to re-access to the Probe using the new IP address.

n Using Probe

n Using Probe

EN  Discovery

© !l FindT Network Probe - Tokyo Mid Town cisco | English v ‘m TFo00 0>

Inventory | FloorPlan | ZRefresh | %FActions~ o i e A
, Dashboard \ ) IPaddress:10.71.133.185
£ Port Management
System Configuration - Basic Information: Q@ o

0, [Pk i _ Model:56300:28

Description : 28-port Gigabit Managed Switch

<} Reports Q
Firmware Version :11.2.0

@ Troubleshooting = PIDVID : SRW2024-K9 V0L

% Administration b4 / MAC Address : 6C:50:4D:03:70:83

Serial Number :DNI1441011Q
| <
Status: Online

CiseaStafsaipdMgMPP S6300-

000 000 = 0000}
0o 0000 3 booo
CiscoStar-WAP CiscoStart-WAP nasds76c2 CiscoStar-WAP

The Discovery page in the Probe offers multiple views of the network:

® Topology view: Displays a logical topology of all the discovered devices in the network.
Information about each device is displayed, and you may perform actions on selected
Cisco products.

@ Inventory view: Displays a table listing all Cisco 100 to 500 Series devices in the net-
work and information such as Model ID, Firmware Version, Serial Number, IP address
and MAC Address. This view also allows the same actions to be performed that are
provided in the Topology view.

® Floor Plan view: Lets you document the physical location of your network devices in
your environment.
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thustlssFingiT Network Probe - Tokyo Mid Town dso [eain- BT F OO0 O
Discovery onn
Device Health b =llX Traffic P =%
£ Port Management
SR Status: Warnin b Veanis is kB
System Configuration Device Health 9 axisiskB/S| ciscostart + || git - | wpma-1y11e2e -
Hostname: CiscoStart-
Network CiscoStart-5G300-10MPP SG300-10MPP oo
5 CPU Load: 31
<} Reports 5630020 Status Level: Warning foo
) M=l | Device Type: Switch
) Troubleshooting po— MAG Address: foo
5 . N - B | 20:4C:9E:25:B0:9D
% Administration e Joo
CiscoStart-WAP
- 1000
CiscoStart-WAP 0
A2 a0 aB  ahh aBh a0h b ol
qan an an qan an Al an an
CiscoStart-WAP
B vt ([ Taricouu

The Dashboard page in the Probe lets you view the real-time performance of the
network and its devices and provides the data in a graphical format. The dashboard
is a customizable arrangement of user-selectable widgets. Following are the wid-
gets included by default in the dashboard:

® Device Health widget: Displays the overall health of the devices in the network.

® WLAN Client Count widget: Displays the number of devices associated with the select-
ed wireless network.

® Device Client Count widget: Displays the number of devices associated with the se-
lected wireless access point.

® Traffic widget: Displays a graph of the traffic flowing through the selected interface.

n Using Probe

e sthiutlie FindiT Network Probe - Tokyo Mid Town cisco | English ~ ‘ﬂ TFo000>
ol - »
iscovery Physical Smartports . - S i
( )
Dashboard Nz
Search -
Note: Only devices allowing port configuration will be shown below Basic Information:
System Configuration .
CiscoStart-SG300-10MPP St e
2. Network

Model Information : SG300-10MPP Serial Number: PSZ19041W1R

MAC Address :20:4C:9E25:B0:9E
<} Reports
P GigabitEthernet : 1

Q Troubleshooting

Duplex : full

% Administration Auto Negotiate : yes

Speed :100
$G300-20

Model Information : SG300-20 Serial Number : PSJ144505FF

Bytes Received : 2748686019
Bytes Sent : 53563353367
Phts Sent : 88967774

Pkts Received : 24566774

Neighbor :

Native VLAN

The Port Management page in the Probe provides a front panel view of each device
that includes switch ports that may be configured by the Probe. This page allows
you to view the status of the ports including traffic counters, and make changes to
the port configuration. This page also lets you view and configure the Smartports
role for port on devices that support Smartports. You may use the search box to
limit the devices displayed. Type in all or part of a device name, product ID, or serial
number to find the desired device.

The Port Management presents two different views of the device:

® Physical: This view allows you to see the status and change the configuration of the
port at the physical layer. You may view or change settings for speed, duplex, flow
control, Energy Efficient Ethernet (EEE), Power over Ethernet (PoE), and VLANs. Each
port is shown with a green LED indicating link and a yellow LED indicating that power is
being supplied to the attached device.

® Smartports: This view allows you to see the current Smartports role for each port, and
to change the role. Each port is overlaid with an icon indicating the current role.
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@ Uit FindiT Network Probe - Tokyo Mid Town o (g~ | MME F O Q0O B
&) Discovery s
ummary Report
Dashboard
i Search..
= Port Management
System Configuration Hostname 3 Device Type & Firmware Update Avail... Current Firmware Versi... End of Life Status & Maintenance Status 3
NETork CiscoStart-SG300-10MPP Switch Up to date 1413 N/A N/A
nasd576c2 NAS Up to date 120 N/A N/A
CiscoStart-SG300-28 Switch Up to date 1120 N/A N/A
CiscoStart-WAP WAP Up todate 1012 N/A N/A
EoX Report
CiscoStart-WAP WAP Up todate 1015 N/A N/A
Maintenance Report
CiscoStart-WAP WAP Up to date 1015 N/A N/A
Troubleshootmg 5G300-20 Switch Up to date 13.062 N/A N/A
§ Administration 5630020 Switch Uptodate 12062 NA NA
K4 » 10 4 perpage 180fs

The Probe generates a series of reports about your network devices. These re-
ports include the following:

® Summary Report: Provides a high level view of the summary of the network devices.

® EoX Report: Shows any devices that have an End of Life bulletin published.

® Maintenance Report: Lists all devices, the warranty status, and specifies if the device
has an active support contract.

B Connecting to Manager

B Connecting to Manager

If you deploy multiple Probe sites, you can manage these sites using the Cisco
FindIT Network Manager. To establish an association between the Probe and the

Manager, do the following steps.

) BEEE e sliilie FindiT Network Probe - Tokyo Mid Town o Click [AdmInIStratlon]'
Dashboard crace

: PortManagement FindIT Network Mana nfiguration e Click [Manager Connec-
System Configuration €5 FindIT Network Manager s disconnected tIOn].

7. Network

| Comair; @ | 107113857 2 ‘| e Enter the IP address of the

Reports
Manager into [Domain]

Troubleshooting
field.

Device Groups

o Click [Connect].

Device Credentials

GG The login screen for the Manag-

er is displayed.

User Management

Change Password

2

Site Information

doals e Enter the username and
cisco password of the Manager.

O ciick [Login].

This authenticates the Probe to
_e the Manager and establishes
the association.

FindIT Network Manager

6

Cisco FindIT Network Management Install and Setting Guide



/ Mew Tab

&

x

0 10.71.135.57 —G

E——
s FrdIT Network Manager

E=lE] =]

€ - C | A baps://10.71.135.57/conoler fogn tmirreturmUni=%2Fcontroler % 2Findex ht

alraln
Cisco

FindIT Network Manager

i ¥ i

English

G Launch a web browser,
enter the IP address of the
Manager into the address
bar, and press Enter key.

o Enter the username and
password of the Manager.

© ciick [Login].

eThe Manager user inter-
face is displayed.

B Connecting to Manager
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