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What Is This Program? 
The Advanced Malware Protection (AMP) Everywhere playbook 
contains detailed information, sales enablement, and demand 
generation resources to help you position and sell Cisco AMP 
solutions. Don’t miss the opportunity to help your customers 
protect themselves from advanced threats and breaches, while 
also capitalizing on this revenue opportunity.

Advanced Threat Marketplace Overview
Current State of the Market
Organizations are under attack, and security breaches are 
constantly making headlines. Hacking is now an industry powered 
by a community of professional, entrepreneurial, and resourceful 
cybercriminals. They are well funded, persistent, relentless, and 
capable of launching mechanized, multifaceted attacks through 
multiple attack vectors against specific organizations. 

This faster, more effective, and efficient criminal economy uses 
a variety of systematic techniques that incorporate advanced 
malware. This advanced malware, including polymorphic and 
environmentally aware malware, is very good at masking itself  
and evading traditional security tools. As a result, organizations  
are under constant attack. 

The Challenges
It’s no longer a matter of “if” you will be breached, it’s a matter  
of “when”. In fact, you’ve probably already been attacked and don’t 
even know it. 

Just look at the numbers: 
• 95 percent of organizations have been targeted by malware 
• When attacked, 60 percent of an organization’s data is stolen  

within hours
• 54 percent of breaches remain undiscovered for months
• 55 percent of organizations are unable to even determine the  

cause of a breach 
• The industry average to detect malware is 100 days

These numbers prove that today’s IT security tools are failing 
against today’s advanced attacks.

Why is this? Many organizations only deploy anti-virus, stateful 
firewalls, and legacy intrusion prevention systems (IPS) to defend 
themselves. These “point-in-time” security tools scan a file at the 
point of entry into the extended network. Relying on signatures and 
file reputation, they block the known “bad” files and let the “good” 
or “unknown” files into the network. Unfortunately, that’s where the 
analysis stops and where organizations get into trouble. 

Based on what we know about advanced malware, what’s “good” 
or “unknown” today could very well be malicious and we just don’t 
know it yet. Perhaps there is no signature or threat intelligence 
to indicate the file is bad, or maybe the advanced malware is 
so effective at masking itself as “good” that it evades detection. 
Even if a sandbox is deployed, advanced malware can use sleep 
techniques or polymorphism to evade it. Once the malware gets 
into the network, these tools provide limited or no visibility into 
the activity of threats after initial inspection. This leaves IT security 
professionals blind, with no way to continue to monitor these files 
and take action if the files exhibit malicious behavior later on. 

Furthermore, despite the insufficiency of point-in-time tools, 
organizations seem to keep throwing more and more of them  
at the problem. It isn’t unusual to find organizations with 60 
or more different security products that don’t work together. 
Disparate products cannot always communicate with each other  
or share information. This slows down your ability to uncover 
stealthy threats. These disparate tools are firing off hundreds of 
un-prioritized or duplicate alerts each day, which only creates 
more unnecessary work for security teams. Multiple products also 
mean multiple management systems for IT to manage, driving up 
capital and operating costs and administrative complexity.

 Cisco Advanced  
 Malware Protection (AMP)

What is Cisco Advanced  
Malware Protection (AMP)?
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Target Audience
The Cisco AMP Everywhere program targets enterprise, 
commercial, SMB or public sector customers who need 
comprehensive security solutions to protect their organizations 
from threats. These days, every organization across every vertical 
is a target for an attack. 

The buying centers for security are also diverse. The primary 
audience for Cisco AMP is the IT security manager, chief 
information security officer (CISO), incident responders, and 
greater security team at an organization. However, with security 
now a boardroom discussion, and security being implemented 
from the endpoint to the network, you will need to engage  
other teams beyond just security. Other buying centers include  
the desktop and endpoint team, networking team, CIO, COO, and 
even the CEO.

The following opportunities should be targeted as part of  
this program.

Acquire New Customers
• Every organization needs security. Engage new opportunities by 

sharing the Cisco AMP value proposition: threat-centric security that 
provides visibility, context, and control before, during, and after an 
attack. Cisco AMP helps you to prevent breaches, and in the event 
something does get in (and it will), gives you the ability to quickly 
detect, contain and remediate attacks before damage can be done.

Migrate Customers
• Migrate customers who are using endpoint-based advanced 

malware or breach detection products like HX Endpoint Security 
from FireEye, TRAPS from Palo Alto Networks, Carbon Black, and 
Crowdstrike to Cisco AMP for Endpoints.

• Migrate customers who are using network-based advanced 
malware or breach detection products from competitors like Palo 
Alto Networks, FireEye, Lastline, Trend Micro, CheckPoint, Fortinet, 
and more to Cisco AMP for Networks deployed on the Cisco ASA 
firewall, FirePOWER NGIPS, and Cisco ESA, WSA, and CWS.

• Migrate customers whose competitive product contract is coming  
up for renewal on its subscription term or the product is nearing its 
end of life.

• Migrate customers who use a competitor’s security products, and 
yet were still the subject of a breach.

Upsell Existing Cisco Customers 
• Upsell an AMP subscription add-on to current Cisco customers 

who have the following Cisco security products deployed: Cloud 
Web Security (CWS), Email Security Appliance (ESA), Web Security 
Appliance (WSA), ASA Firewall, FirePOWER NGIPS, Meraki MX, 
and Threat Grid. AMP capabilities are integrated into these various 
Cisco security products and can be “turned on” with a license and 
subscription add-on.

• Educate customers on the ability to download an AMP for Endpoints 
connector from AnyConnect v4.1. 

• Cross sell AMP for Endpoints to current Cisco AMP customers that 
have some other flavor of AMP deployed, like AMP for Networks or 
AMP for Email

• Upsell Cisco AMP to customers that have any level of Cisco products 
in their network architecture, even outside of security. Sell the value 
of the Cisco streamlined solutions approach where our tools are 
integrated, communicate and share information, provide faster time 
to detection, lower OpEx, and are easier to manage through one 
trusted vendor. For more information on Cisco’s Security Everywhere 
approach, review these materials: Cisco Executive Perspectives on 
Security, Security Everywhere white paper.

Upsell Customers through Partnerships
• Threat Grid integrates with a wide array of third-party security tools. 

If you encounter a customer that uses these following tools, upsell 
the Threat Grid opportunity: Guidance EnCase, Tripwire, Fidelis, 
RSA, and Tenable, as well as sample integration recipes for Splunk, 
QRadar, Blue Coat, Palantir, and ArcSight among others. 

What is Cisco Advanced  
Malware Protection (AMP)?
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What’s in It for You? 
Breaches happen everyday. Security is top of mind, not only 
for security operations teams and IT security managers, but for 
executives. Security is now a boardroom conversation. As the 
relentless onslaught of attacks continue, along with concerns  
about confidentiality and control, security is necessary for 
providing business continuity, protecting valuable information,  
and maintaining brand reputation. 

As a result, organizations of all sizes are looking to trusted security 
vendors like Cisco to provide them with solutions to their most 
pressing security problems. Cisco’s Advanced Malware Protection 
(AMP) solutions provide organizations with the visibility, context, 
and control they need to not only prevent breaches, but also quickly 
detect threats that manage to slip by traditional security defenses, 
and response capabilities to quickly remediate stealthy malware. 
Furthermore, Cisco’s security market leadership; advanced threat 
protection before, during, and after an attack; innovative products; 
continued investment in security; and longevity make us the right 
vendor to protect your customers’ assets.

1. Capitalize on a cutting-edge technology in a booming  
cybersecurity industry
• Cisco Advanced Malware Protection is the leading security 

technology that protects organizations before, during, and after 
an attack, providing continuous analysis of files to quickly detect 
stealthy malware, scope the compromise, and eliminate it. 

• The IT security industry is hot. Millions of dollars are changing hands 
every day. Endpoint security is especially hot, with the EDR (endpoint 
detection and response) market at a 48% compound annual growth 
rate, the largest growing segment in all of security.

• Banks, retailers, universities, incident response firms, and more 
all use Cisco AMP to protect their organizations against the most 
advanced malware.

• NSS Labs has named Cisco AMP the leader in security effectiveness 
and fastest time to detection for three years in a row (2014 - 2016) 
in a comparative test of breach detection systems. 

2. Capitalize on Cisco’s “Security Everywhere” Strategy with AMP
• Organizations today are starting to realize that using multiple 

disparate products from different vendors to combat the security 
problem is just not working. Security and network buyers want an 
integrated, advanced security ecosystem where security products 
share information and work together to fight advanced attacks. Cisco 
security provides this integrated solution to customers. 

• Use Cisco AMP as a starting point to discuss an even larger security 
opportunity. Cisco offers protection throughout the organization, 
from firewalls and network appliances to web and email security and 
services. 

• In line with this integrated security approach, the Cisco AMP 
technology is deployable and consumed in a few different ways, 
including on the data center, endpoint, mobile devices, web, email, 
and the network. When deployed together, the different AMP tools 
share information, communicate, and work together to detect, 
analyze, and remediate threats faster.

3. Increase Margins Through Incentive and Discount Programs
• The Cisco Opportunity Incentive Program (OIP) and Value 

Incentive Program (VIP) offer rewards for developing new business 
opportunities and rebates for partners who focus their practices on 
technologies that are part of Cisco architectures. On the webpage 
linked above, filter by “Security” and search  
for all AMP promotions listed on the page. 

• Take advantage of the Security Ignite program that offers discounts 
on new security business with Cisco, including Cisco AMP.

• Cisco Capital Customer Finance Incentive Program (CFIP)  
awards partner rebates for Cisco solutions sold to customers  
and financed through Cisco Capital. Learn more at  
www.cisco.com/go/capital/contacts.

What is Cisco Advanced  
Malware Protection (AMP)?

https://www.cisco.com/web/partners/incentives_and_promotions/index.html
https://www.cisco.com/web/partners/incentives_and_promotions/index.html
http://www.cisco.com/web/partners/incentives_and_promotions/security-ignite.html
http://www.cisco.com/go/capital/contacts
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What is Cisco Advanced Malware Protection 
(AMP)?
Cisco Advanced Malware Protection (AMP) is a security solution 
that addresses the full lifecycle of the advanced malware problem. 
Not only can it prevent breaches, but it also gives you the visibility, 
context, and control to rapidly detect, contain, and remediate 
threats if they evade front-line defenses—all cost-effectively and 
without impacting operational efficiency. Cisco AMP protects your 
organization before, during, and after an attack.

• Before an attack, Cisco AMP uses global threat intelligence from 
Cisco’s Talos Security Intelligence and Research Group and Threat 
Grid’s threat intelligence feeds to strengthen defenses and protect 
against known and emerging threats.

• During an attack, Cisco AMP uses that intelligence, coupled with 
known file signatures and Threat Grid’s sandboxing and malware 
analysis technology, to identify and block policy-violating file types, 
exploit attempts, and malicious files trying to infiltrate the network.

• After an attack, or after a file is initially inspected, the solution 
continues to monitor and analyze all file activity and traffic, 
regardless of file disposition, searching for any indications of 
malicious behavior. If a file with an unknown or previously deemed 
“good” disposition starts behaving badly, Cisco AMP alerts 
security teams with an indication of compromise. It then provides 
comprehensive visibility into where the malware originated, what 
systems were affected, and what the malware is doing. It also 
provides the controls to rapidly respond to the intrusion, contain the 
threat, and remediate it with a few clicks.

These capabilities enable AMP to detect new malware in 13hours 
or less vs. the 100 days for the industry. To learn more, see the 
Cisco AMP Solution Overview or Visibility and Control to Prevent, 
Detect, and Remediate Advanced Malware Everywhere white paper.

AMP Solution Features and Benefits 
AMP provides customers with visibility, context, and control to 
defeat advanced attacks. This is made possible because of the 
following capabilities:  

Global Threat Intelligence: Our Cisco Talos experts analyze 
millions of malware samples and terabytes of data per day and 
push that intelligence to AMP. AMP then correlates files, telemetry 
data, and file behavior against this context-rich knowledge base to 
proactively defend against known and emerging threats.

Advanced Sandboxing: Advanced sandboxing capabilities perform 
automated static and dynamic analysis of files against 700+ 
behavioral indicators. This uncovers stealthy threats and helps 
your security team understand, prioritize, and block sophisticated 
attacks.

Point-in-time Malware Detection and Blocking: Block malware 
trying to enter your network in real time. Using one-to-one 
signature matching, machine learning, and fuzzy fingerprinting, 
AMP analyzes files at point of entry to catch known and unknown 
malware. The result? Faster time to detection and automatic 
protection. 

Continuous Analysis and Retrospective Security: Once a file 
enters your network, AMP continues to watch, analyze, and record 
its activity, regardless of the file’s disposition. If malicious behavior 
is spotted later, AMP sends your security team a retrospective alert 
that tells them where the malware came from, where it’s been, 
and what it’s doing. In a few clicks, you can contain and remediate 
it. Or set AMP to automatically remediate without manual action. 

Find the Best AMP Deployment for your Customer 
Advanced Malware Protection is subscription-based, managed 
through a web-based management console, and deployed on a 
variety of platforms.  

Protect your Endpoints: With our endpoint security solution, AMP 
for Endpoints, get visibility into file and executable-level activity, 
and remove malware on computers and mobile devices running 
Microsoft Windows, Mac OS, Linux, and Android.

Protect your Network: Get deep visibility into network-level and 
network-edge threat activity and block advanced malware. 

AMP on a ... NGIPS (AMP for Networks) Next-Generation Firewall

                     Meraki MX UTM Platform Branch router (ISR) 

Protect your Email 
and Web Traffic: 
Add AMP capabilities 
to email and web 
security appliances 
or to your cloud email 
and web security 
deployments.

What is Cisco Advanced  
Malware Protection (AMP)?

http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/solution-overview-c22-734228.pdf
http://www.cisco.com/c/m/en_us/offers/sc07/adv-malware-protection/index.html
http://www.cisco.com/c/m/en_us/offers/sc07/adv-malware-protection/index.html
http://www.cisco.com/go/ampendpoint
http://www.cisco.com/go/ampendpoint
http://www.cisco.com/go/ampnetwork
http://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://meraki.cisco.com/amp
http://www.cisco.com/c/en/us/products/security/router-security/firepower-threat-defense-isr.html
http://www.cisco.com/c/en/us/products/security/advanced-malware-protection/amp-for-email-security.html
http://www.cisco.com/c/en/us/products/security/web-security/index.html
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Portfolio
AMP for Endpoints Protect PCs running Windows, Macs, Linux, Android mobile devices, and virtual environments using AMP’s lightweight connector 

client application. AMP for Endpoints can also be launched from AnyConnect v4.1.

AMP for Networks Deploy AMP as a network-based solution integrated into Cisco FirePOWER NGIPS security appliances. The optimal way to deploy 
AMP for Networks is through an AMP for Networks dedicated appliance bundle. The appliance models include:

• AMP 7150—Up to 500 Mbps of network-based advanced malware protection performance; 120 GB of storage

• AMP 8050—Up to 1 Gbps of network-based advanced malware protection performance; 400 GB of storage

• AMP 8150—Up to 2 Gbps of network-based advanced malware protection performance; 400 GB of storage

• AMP 8350—Up to 5 Gbps of network-based advanced malware protection performance; 400 GB of storage

• AMP 8360—Up to 10 Gbps of network-based advanced malware protection performance; 800 GB of storage

• AMP 8370—Up to 15 Gbps of network-based advanced malware protection performance; 1200 GB of storage

• AMP 8390—Up to 20 Gbps of network-based advanced malware protection performance; 1600 GB of storage

AMP for Networks capabilities can also be deployed to provide threat defense for the Cisco ISR  
(Integrated Services Router).

AMP Private Cloud Virtual 
Appliance

Deploy AMP on the network or the endpoint as an on-premises, air-gapped solution built specifically for organizations with high-
privacy requirements that restrict using a public cloud.

AMP on NGFW and ASA with 
FirePOWER Services

Deploy AMP capabilities integrated into the Cisco NGFW or ASA firewall.

AMP on Email Security 
Appliance (ESA), Web Security 
Appliance (WSA), and Cloud 
Web Security (CWS)

For Cisco Cloud Web Security (CWS), Email Security Appliance (ESA), or Web Security Appliance (WSA), Advanced Malware 
Protection capabilities can be turned on to provide retrospective capabilities and malware analysis.

AMP for Meraki Cisco AMP and Threat Grid capabilities can be added to Meraki MX for simplified, cloud-based network management with 
advanced threat capabilities, providing broad visibility inside the network, across multiple sites and branch locations.

Threat Grid A standalone malware analysis and threat intelligence product that can be deployed in the cloud or as an on-premises appliance. 
Threat Grid threat intelligence and advanced malware analysis capabilities are built into the other AMP deployments in varying 
capacities.

Security Services for AMP • Advisory Services—Help customers identify opportunities for AMP as part of an overall security strategy.

• Integration Services—Help customers deploy, configure, test, and tune AMP implementations.

• Managed Services—Provide expert investigators to monitor customer networks 24x7 from our global network of  
state-of-the-art security operations centers, providing constant vigilance and in-depth analysis.

Deployment options for the products in this list are illustrated in Figure 1 on page 7.

What is Cisco Advanced  
Malware Protection (AMP)?

http://www.cisco.com/go/ampendpoint
http://www.cisco.com/go/ampnetwork
http://www.cisco.com/c/en/us/products/security/router-security/firepower-threat-defense-isr.html
http://www.cisco.com/go/ampprivatecloud
http://www.cisco.com/go/ampprivatecloud
http://www.cisco.com/c/en/us/products/security/asa-firepower-services/index.html
http://www.cisco.com/c/en/us/products/security/asa-firepower-services/index.html
http://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
http://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
http://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://meraki.cisco.com/amp
http://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
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Figure 1. Products in the Advanced Malware Protection Portfolio

How to Order
Reference the Ordering Guide for full details on how to order Cisco Advanced Malware Protection solutions

What is Cisco Advanced  
Malware Protection (AMP)?

http://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/guide-c07-731666.html?cachemode=refresh
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What is AMP for Endpoints?
The AMP portfolio contains many different types of deployments. 
AMP for Endpoints offers the most features, the most visibility into 
threat activity, and most control of any AMP deployment available. 

Cisco AMP for Endpoints is a cloud-managed endpoint security 
solution that provides the visibility, context and control to not 
only prevent cyberattacks, but also rapidly detect, contain, and 
remediate advanced threats if they evade front-line defenses 
and get inside—all cost-effectively, without affecting operational 
efficiency, and before damage can be done. 

AMP for Endpoints prevents attacks by providing the latest global 
threat intelligence to strengthen defenses, a built-in antivirus 
(AV) engine to detect and block attacks at point-of-entry, built-in 
sandboxing technology to analyze unknown files, and proactive 
protection capabilities that close attack pathways and minimize 
vulnerabilities. 

But if malware evades these prevention measures and gets inside, 
AMP for Endpoints continuously monitors and records all file 
activity to quickly detect malicious behavior, retrospectively alert 
security teams, and then provide deep visibility and a detailed 
recorded history of the malware’s behavior over time – where it 
came from, where it’s been, and what it’s doing. AMP can then 
automatically contain and remediate the threat. 

AMP protects endpoints running Windows, MacOS, Linux, and 
Android mobile devices.

AMP for Endpoints enables organizations to: 

Prevent: Prevent cyberattacks and block malware at point-of-entry 
in real time. How?

• AV Replacement: Stop paying for AV. Reduce agent bloat and let 
AMP’s built-in AV detection engine block attacks at point-of-entry.

• Harden your Defenses: Strengthen your defenses and stop emerging 
threats and zero-days using the latest threat intelligence from our 
Talos team of threat researchers.

• Proactive Protection: Close attack pathways, reverse analyze 
suspicious threats, and stop them using AMP’s built-in sandbox 
powered by Threat Grid, application vulnerability feature, and low 
prevalence executable analysis.

Detect: Cisco AMP for Endpoints enables organizations to 
decrease time to detection from an industry average of 100 days to 
hours or even minutes. How?

• Continuous Monitoring and Retrospective Security: Even when files 
evade prevention, AMP for Endpoints continuously monitors and 
records all file activity to quickly spot malicious behavior and turn back 
the clock on would-be attackers. 

• Agentless Detection: Go beyond what the endpoint agent can see. 
Get agentless detection via our CTA integration to see 30% more 
infections. 

• See it once, protect everywhere: Using open APIs and AMP 
Everywhere, you can share and correlate threat information across 
your security architecture for a more integrated threat defense.

Respond: see cyberattacks and respond to them quicker and more 
effectively. How?

• Full scope and history of an attack: See where malware came 
from, where it’s been, what it’s doing—so you can respond faster, 
effectively, and efficiently.

• Threat hunting made easy: Accelerate investigations and reduce 
management complexity by easily searching across all endpoints for 
IoC’s using AMP’s simple, cloud-based UI.

• Surgical containment and remediation: Systemically respond to, and 
remediate, malware across PCs, Macs, Linux, and mobile devices 
with just a few clicks.

Furthermore, AMP for Endpoints is NOT a siloed point product. 
It has an API that lets customers sync AMP for Endpoints with 
their other security tools or SIEMs. But most importantly, AMP 
for Endpoints is part of the larger, integrated security ecosystem 
of AMP Everywhere. In other words, AMP for Endpoints can 
share and correlate information from the endpoint to the network 
IPS, to the firewall, to your web or email gateways, and more.  
So that when you see a threat in one place, your whole entire 
security ecosystem can respond systemically. So that means you 
can respond faster and more comprehensively. This integrated 
architecture is a force multiplier for security teams.

How to deploy
AMP is a cloud-based “software-as-a-service” endpoint security 
solution. You deploy AMP’s lightweight connector on your 
endpoints, and then set up your account. You choose the number 
of endpoints to cover and choose a subscription term of 1, 3, or 5 
years. See the AMP for Endpoints datasheet for details on how to 
deploy. Learn more about AMP for Endpoints at  
www.cisco.com/go/ampendpoint.

What is Cisco Advanced  
Malware Protection (AMP)?

http://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/datasheet-c78-733181.html?cachemode=refresh
http://www.cisco.com/go/ampendpoint


9© 2016 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Visibility and Control to Prevent, Detect, and Remediate  
Advanced Malware Everywhere

Additional Resources

Calls to Action

Solve Your Customer  
Challenges with Cisco AMP

What is AMP for Endpoints?

What’s in It for You?

Target Audience

Advanced Threat  
Marketplace Overview

What Is This Program?

Portfolio

Tips on How to Sell
1.  Pursue greenfield opportunities, but also have the AMP for 

Endpoints conversation with the 15,000 current customers (as of 
10/2016) that already have some other flavor of AMP deployed. 
Talk to them about endpoint because only with that level of 
visibility, context, and control on the endpoint can they achieve 
comprehensive endpoint protection, a last line of defense, and be 
able to stop the most advanced attacks.

2.  Definitely sell the merits of AMP for Endpoints on prevention, 
detection, and response. We do it better than any of our 
competitors. But don’t forget about emphasizing the AMP 
everywhere architecture. AMP for Endpoints was not built in 
a vacuum, it’s integrated with the rest of the Cisco security 
architecture on the network, on web, and on email. That is a 
differentiator that absolutely no competitor can touch, and it 
wins deals for us. Customers value our architectural approach 
that provides them with a more systematic and integrated threat 
defense. Attach the AMP subscription everywhere. Cross sell AMP 
for Networks, AMP on Web, AMP on Email.

Learn More
To learn more about AMP for Endpoints and access selling 
resources, visit the following links:

• www.cisco.com/go/ampendpoint 
• Sales Resources
• AMP for Endpoints Data Sheet
• AMP for Endpoints At A Glance

What is Cisco Advanced  
Malware Protection (AMP)?

http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/sales-resources-listing.html
http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/datasheet-listing.html
http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/at-a-glance-listing.html
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AMP for Endpoints Features and Benefits
Table 1.

Feature Benefits
Continuous analysis Once a file lands on the endpoint, AMP for Endpoints continues to watch, analyze, and record all file activity, regardless of the 

file’s disposition. When malicious behavior is detected, AMP shows you a recorded history of the malware’s behavior over 
time: where it came from, where it’s been, and what it’s doing. This helps you scope the compromise and quickly respond. 
Continuous analysis in 4 minutes.

Retrospective security Retrospective security is the ability to look back in time and trace processes, file activities, and communications in order to 
understand the full extent of an infection, establish root causes, and perform remediation. The need for retrospective security 
arises when any IoC occurs, such as an event trigger, a change in the disposition of a file, or an IoC trigger.

Dashboards Gain visibility into your environment through a single pane of glass - with a view into hosts, devices, applications, users,  
files, and geolocation information, as well as advanced persistent threats (APTs), threat root causes, and other vulnerabilities - 
to provide a comprehensive contextual view so that you can make informed security decisions. 

Comprehensive global threat 
intelligence

Cisco Talos Security Intelligence and Research Group, and Threat Grid threat intelligence feeds represent the industry’s largest 
collection of real-time threat intelligence with the broadest visibility, the largest footprint, and the ability to put it into action 
across multiple security platforms.

Indications of compromise File, telemetry, and intrusion events are correlated and prioritized as potentially active breaches, helping security teams to 
rapidly identify malware incidents and connect them to coordinated attacks.

File reputation Advanced analytics and collective intelligence are gathered to determine whether a file is clean or malicious, allowing for more 
accurate detection.

AV engine Perform offline and system-based detections, including rootkit scanning, to complement Cisco’s advanced endpoint protection 
capabilities such as local IOC scanning, and device and network flow monitoring. The engine can be enabled and used by 
customers that want to consolidate their antivirus and advanced endpoint protection in one agent.

File analysis and sandboxing A highly secure environment helps you execute, analyze, and test malware behavior in order to discover previously unknown 
zero-day threats. Integration of Threat Grid’s sandboxing technology into AMP for Endpoints results in more dynamic analysis 
checked against a larger set of behavioral indicators.

Retrospective detection Alerts are sent when a file disposition changes after extended analysis, giving you awareness and visibility to malware that 
evaded initial defenses.

File trajectory Continuously track file propagation over time throughout your environment in order to achieve visibility and reduce the time 
required to scope a malware breach.

Device trajectory Continuously track activity and communication on devices and on the system level to quickly understand root causes and the 
history of events leading up to and after compromise.

Elastic search A simple, unbounded search across file, telemetry, and collective security intelligence data helps you quickly understand the 
context and scope of exposure to an IoC or malicious application.

Endpoint search A simple interface to easily and quickly search across all endpoints looking for artifacts left behind as part of the malware 
ecosystem, extending search capabilities beyond data stored in the cloud to the endpoint itself.

Low prevalence executables Display all files that have been executed across your organization, ordered by prevalence from lowest to highest, to  
help you surface previously undetected threats seen by a small number of users. Files executed by only a few users may be 
malicious (such as a targeted advanced persistent threat) or questionable applications you may not want on your extended 
network.

Endpoint IoCs Users can submit their own IoCs to catch targeted attacks. These Endpoint IoC’s let security teams perform deeper levels of 
investigation on lesser known advanced threats specific to applications in their environment.

What is Cisco Advanced  
Malware Protection (AMP)?
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Feature Benefits
Vulnerabilities Identify vulnerable software and close attack pathways. This feature shows a list of hosts that contain vulnerable software, a list 

of the vulnerable software on each host, and the hosts most likely to be compromised. Powered by our threat intelligence and 
security analytics, AMP identifies vulnerable software being targeted by malware, shows you the potential exploit, and provides 
you with a prioritized list of hosts to patch.

Command Line Visibility This feature provides visibility into what command lines arguments are used to launch executables. See into command line 
arguments to determine if legitimate application, including Windows utilities, are being used for malicious purposes. For 
instance, see if vssadmin is being used to delete shadow copies or disable safe boots; get visibility into PowerShell-based 
exploits; see into privilege escalation, modifications of access control lists (ACLs), and attempts to enumerate systems. 

Application Programming 
Interface (API)

With a bi-directional (read and write) API enabled on AMP for Endpoints, users can more easily integrate with third-party 
security tools and SIEMs, and access data and events in their AMP for Endpoints account without the need to log into the 
management console.

Outbreak control Achieve control over suspicious files or outbreaks, and quickly and surgically control and remediate an infection without waiting 
for a content update. Within the outbreak control feature, simple custom detections can quickly block a specific file across all 
or selected systems; advanced custom signatures can block families of polymorphic malware; application blocking lists can 
enforce application policies or contain a compromised application being used as a malware gateway and stop the re-infection 
cycle; custom whitelists will help ensure that safe, custom, or mission-critical applications continue to run no matter what; and 
device flow correlation will stop malware call-back communications at the source, especially for remote endpoints outside the 
corporate network.

Integration with Cognitive Threat 
Analytics (CTA)

Get agentless detection when AMP for Endpoints is deployed alongside a compatible web proxy, like Cisco WSA, or a third-
party web proxy like Blue Coat ProxySG. See an average 30% more infections across your environment; uncover file-less or 
memory-only malware, and infections that live in a web browser only; catch malware before it compromises the OS-level; 
get visibility into devices with no AMP for Endpoints connector installed; see CTA detection events in the AMP for Endpoints 
management console.

AMP Private Cloud Virtual 
Appliance

AMP for Endpoints can be deployed as an on-premises, air-gapped solution built specifically for organizations with  
high-privacy requirements that restrict using a public cloud.

Table 1. Continued

What is Cisco Advanced  
Malware Protection (AMP)?
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Solve Your Customer Challenges with Cisco AMP 
Customer Challenges → Solutions
Customers are dealing with a wide range of challenges when it comes to IT security. Use the table below to help customers see the 
solutions that Cisco Advanced Malware Protection can deliver in response to some of the most pressing security challenges and concerns. 

Customer Challenge Cisco AMP Solution
Malware is sophisticated and 
stealthy, and it’s getting into my IT 
environment.

AMP is built to protect you before, during, and even after an attack. Even if malware manages to get past front-line defenses and pass 
initial inspection, AMP continues to monitor files (regardless of disposition) after the fact. At the first sign of malicious behavior, or if new 
intelligence is gathered from our AMP intelligence cloud that indicates the file could be malicious, AMP will retrospectively alert security 
teams to the indication of compromise. AMP will then give you detailed information on the threat and allow you to take action as you see 
fit (or block it automatically for you).

NSS Labs rated AMP a leader in security effectiveness against advanced attacks.

I’m dealing with multiple attackers 
launching coordinated attacks 
through multiple attack vectors.

AMP can be deployed across multiple attack vectors: web, email, endpoint, mobile, and the network. This gives you visibility into all entry 
points into your extended network and can allow you to respond faster than ever before.

Furthermore, AMP correlates data and telemetry events to catch coordinated attacks. Because the AMP technology shares data across 
different AMP deployments and other Cisco security deployments (FirePOWER NGIPS, ASA, web and email gateways, etc.) across your 
architecture, you’ll be able to better spot threats that are designed to share information, communicate, and attack you from all angles.

I have no visibility into threats if 
they get in.

Visibility is a keystone of the Cisco AMP technology. AMP provides you with deep visibility into threats. 

First, Cisco provides you with unmatched threat intelligence and malware analysis capabilities to give you as much intelligence as 
possible about known and emerging threats: what they look like, where they come from, and how they behave. This lets you strengthen 
your defenses against known and emerging attacks.

Second, you get visibility into attempted intrusions using file signatures, fuzzy fingerprinting, file reputation and other engines. Cisco 
AMP tells you what threats are being detected as they try to infiltrate your system, and automatically blocks them.

Third Cisco AMP gives you unparalleled visibility into threats during and after an attack. If a file is deemed “good” or “unknown” and let 
into the network, Cisco AMP continues to watch it (regardless of its disposition), recording its every move. Security teams can clearly 
see this activity in the Cisco AMP console. In the event that malicious behavior is identified, AMP will send you a retrospective alert in 
the form of an indication of compromise and give you instantly accessible information on what happened, where that malware came 
from, where it has been, and what exactly it’s trying to do. Within just a few clicks on the Cisco AMP console, you can get all of the 
information you need on the threat and effectively scope the compromise. See this AMP for Endpoints video to see the level of visibility 
you get with Cisco AMP.

I have no control of threats if they 
get in.

What’s visibility without control? Cisco AMP gives you the control to block, contain, and remediate threats. Before and during an 
attack, Cisco AMP helps you prevent attacks using the best threat intelligence and will automatically block and contain threats based 
on signatures, behavior, file reputation, fuzzy fingerprinting, new information gathered from our Threat Grid intelligence feeds, and 
retrospective alerts. After an attack, automatic controls will block malicious behaviors, or you will be alerted to malicious behavior and 
then given the ability to contain and remediate files manually with a few clicks.

I’m overwhelmed by too many 
security alerts.

IT security managers sometimes deal with 100 alerts a day that don’t provide much information or insight into threats. This is a 
lot to manage, and with so many alerts, it’s hard to distinguish the real threats from the noise. 

In contrast, AMP prioritizes alerts, showing you the most pressing issues in your environment based on threat severity, system 
exposure, and time on the system. Furthermore, AMP doesn’t just “alert” you to a threat, but informs you of an “indication 
of compromise", whereby file and telemetry events are correlated and prioritized as potential active breaches. Cisco AMP 
automatically correlates multisource security event data, such as intrusion and malware events, to help your security team 
connect events to larger, coordinated attacks, and prioritize high-risk events. Because AMP is collecting and correlating data 
from endpoints and mobile devices across your environment, network appliances, the firewall, and other security control points, 
it can tell you when multiple pieces of malware scattered across your IT environment are related, and in fact, part of one attack 
instead of multiple attacks. 

What is Cisco Advanced  
Malware Protection (AMP)?
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Customer Challenge Cisco AMP Solution
I have multiple security products 
from different vendors deployed in 
my IT environment. Many of these 
products don’t communicate with 
each other.

When you deploy multiple security products from different vendors, they don’t always communicate or share information. This means 
that finding threats and containing them will take longer. For instance, if an endpoint product spots a threat on the endpoint but then 
doesn’t alert the network appliance, then the threat could persist on the network and infect other endpoints. Or perhaps the network 
spots a command-and-control callback, but the endpoint has not spotted the activity—you can maybe shut down the communication but 
not necessarily eradicate the malware from the endpoint without seeing it. 

Cisco AMP, however, shares information across deployments and other security devices. An AMP for Endpoints deployment shares 
information with an AMP for Networks deployment, with an AMP for Email Security Appliance deployment, and with other Cisco security 
tools, including the firewall, web and email appliances, and more. If a threat is seen in one place, your entire security architecture will 
know about it. This shortens time to detection (TTD) and time to remediation (TTR).

Managing multiple security 
products is hard and time 
consuming.

Naturally, managing multiple security products from different vendors means more to manage, multiple interfaces, maintenance costs, 
and more to learn. This results in a higher cost to build, manage, and run the disparate products. 

With a set of integrated AMP solutions (and other security solutions) from Cisco, all communicating and working together,  
it results in an easier-to-manage security architecture, with a lower total cost of ownership (TCO) and lower OpEx. 

I want the best security tools and 
I want to increase operational 
efficiency, but I still need to 
optimize my current security 
investments.

AMP for Endpoints generally works well with other applications running on the endpoint, including anti-virus tools. It can be installed on 
a wide range of devices and operating systems (Windows, Mac, Linux, Android, virtual machines) through a lightweight connector. Cisco 
AMP for Networks sits inline in your network through the FirePOWER NGIPS.

You can easily integrate Threat Grid (dynamic malware analysis and threat intelligence in a single solution) with your existing 
AMP infrastructure, as well as integrate it with your other security technologies, including firewalls, security information and event 
management (SIEM) systems, proxies, gateways, and more.

Furthermore, Security Optimization Services are available to help you ensure your security design plans are capable of addressing the 
most current threats, and that your security infrastructure is capable of defending against a newly discovered attack. 

If something gets in, I’m 
constantly reimaging systems. It’s 
hard to manage and slows down 
business-critical operations.

No need to always reimage systems. AMP gives the ability to surgically remediate and pull files out of memory across multiple endpoints 
at one time with the click of a button. Because AMP knows where the malware came from, where it’s been, and what it’s doing, it can 
pinpoint its location across your extended network and eliminate it with limited or no collateral damage.

I keep getting attacked by the 
same type of malware.

Cisco AMP is always learning. It remembers what it sees and stops repeat attacks. When AMP encounters a threat, it catalogs what it 
sees as threat intelligence and stores it in the cloud. The next time AMP encounters that threat or type of threat, it cross-references 
it with intelligence in our AMP cloud, collected from a multitude of intelligence sources, and then can automatically block files already 
known to be malicious. 

I need a tool that is easy to use 
and that I can get my team trained 
on quickly.

Cisco AMP is easy to use, intuitive, cloud-based, and accessible anywhere where there is Internet and a web browser. Controls, 
features, and threat intelligence are written in plain English. Cisco also provides hands-on training for you to learn how to use the Cisco 
AMP products. 

Watch this demo to see how easy Cisco AMP for Endpoints can be to manage.

It takes our security analysts a 
long time to research malware. 

Malware analysis is incredibly complex and tedious work. Threat Grid provides the automated malware analysis needed to empower 
junior analysts to make informed decisions faster, while providing the robust, context rich data your Tier 3 reverse engineers appreciate. 
Threat Grid has been integrated into Cisco’s security products to automate this process. For non-Cisco products we have a REST API 
that enables you to automate submissions for analysis, eliminating the need for manual submission and improving your existing security 
investments.

What is Cisco Advanced  
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Calls to Action
1. Connect: Engage with customers in the following scenarios (outlined 

in the Target Audience section):
• Generate new customers
• Migrate competitive customers
• Upsell existing Cisco customers
• Upsell customers through third parties

2. Identify Challenges and Map to Cisco AMP: Understand your 
customer’s needs and key security challenges. Then demonstrate 
how AMP can solve those problems. Use the resources listed below 
to help you sell.

3. Evaluate Deployment Options. The AMP technology can be 
consumed in different ways to meet different security needs. Provide 
insight into the various AMP deployments: AMP for Endpoints, AMP 
for Networks, Advanced Malware Protection Private Cloud Virtual 
Appliance, and Threat Grid. Consider positioning integration services 
and managed services to accelerate deployment and optimize your 
customers’ overall AMP experience.

4. Reference Sell. Show how other customers have used AMP to 
protect their organizations using AMP customer testimonials. 

5. Get Hands-on. Encourage your customers to get their hands on  
the Cisco AMP technology. Interact with the technology on dcloud.
cisco.com, engage with an AMP specialist at Cisco, and participate 
in a POV.

6. Displace Competitors. In competitive engagements, show how  
AMP is superior using this competitive resource: NSS Labs BDS  
Test Results.

7. Finance. Take a strategic approach to technology financing. Take  
full advantage of Cisco Capital® financing options. Learn more at 
www.ciscocapital.com.

8. Attach Cisco Services. By offering a complete solution to your 
customers by including security services, you will provide greater 
business value. You have many options when it comes to services, 
including AMP integration services, Cisco-branded services that are 
delivered by Cisco, or the option to add your own expertise to a  
Cisco service through Cisco Managed Services. Learn more at  
www.cisco.com/go/attachservices. 

What is Cisco Advanced  
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Additional Resources
Cisco.com pages

• Advanced Malware Protection
• Solution-level page
• AMP for Endpoints
• AMP for Networks
• AMP Private Cloud Virtual Appliance
• Threat Grid 

 - Cloud deployment

 - On-premises deployment

Solution and Product Overview Videos
• AMP for Endpoints overview video
• AMP for Networks overview video
• Threat Grid overview video
• John Chambers on Cisco security and AMP 
• AMP overview in 4 minutes: Meet Tom, the IT Security Guy
• Security Everywhere video
• Cisco executive perspectives on security

Demonstrations
• AMP for Endpoints Demo
• Threat Grid for incident response
• Threat Grid: Portal overview and API demo
• AMP on TechWiseTV (June 2015)
• AMP for Endpoints demo (2014)
• AMP for Networks demo (2014)

Customer Testimonial Videos
• Playlist of all customer testimonials on Advanced Malware Protection

Competitive
• csoc.cisco.com

Data Sheets, At-A-Glances (AAG), Infographics, White Papers
• AMP solution overview
• AMP solution AAG
• AMP for Networks: Data sheet | AAG
• AMP for Endpoints: Data sheet | AAG
• AMP Private Cloud Virtual Appliance: Data sheet
• Threat Grid solution overview
• Threat Grid—Appliance: Data sheet | AAG 
• Threat Grid—Cloud: Data sheet
• Malware infographic
• Visibility and Control to Prevent, Detect, and Remediate Advanced 

Malware Everywhere   
• Security Everywhere white paper (gated)
• Security Everywhere white paper (direct link)

Sales and Partner Resources
• AMP BDM and TDM presentations 
• Cisco and Partner AMP Solution call guide
• AMP and Threat Grid sales brief 
• AMP and Threat Grid technical briefing
• AMP Ordering Guide

Third-Party Validation
• Gartner video-on-demand: Strategies to Combat Advanced Threats 

featuring Cisco AMP 
• Infonetics and Cisco: Practical Strategies for Fighting Advanced 

Malware  
and Threats

• NSS Labs Breach Detection Systems Report 2015
Resource Sites for Advanced Malware Protection Material 

• Partner Resource Link
• Sales Resource Link
• Midsize Business Solution

Services
• Visit Security Services for more information.
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http://www.cisco.com/go/amp
http://www.cisco.com/c/en/us/solutions/enterprise-networks/advanced-malware-protection/index.html
http://www.cisco.com/go/ampendpoint
http://www.cisco.com/go/ampnetwork
http://www.cisco.com/go/ampprivatecloud
http://www.cisco.com/go/amptg
http://www.cisco.com/c/en/us/products/security/amp-threat-grid-cloud/index.html
http://www.cisco.com/c/en/us/products/security/amp-threat-grid-appliances/index.html
https://www.youtube.com/watch?v=6YQVCFRShxM&list=PL6FEA443253B44EC2&index=6
https://www.youtube.com/watch?v=HmWapzC-t2s&index=4&list=PL6FEA443253B44EC2
https://www.youtube.com/watch?v=Ltk-uwyfjLA&list=PL6FEA443253B44EC2&index=1
https://communities.cisco.com/community/technology/security/news_and_virtual_experiences?event=v1_2015?keycode=000736154
https://www.youtube.com/watch?v=7lbl7DXWSs4&list=PL6FEA443253B44EC2&index=10
https://www.youtube.com/watch?v=4uPOPUIviBk&list=PL6FEA443253B44EC2&index=4
https://www.youtube.com/watch?v=luP6TYljvUY&index=5&list=PL6FEA443253B44EC2
https://www.youtube.com/watch?v=mzw_x35o03w&index=5&list=PL6FEA443253B44EC2
https://cisco.box.com/s/flhvk3ab4c1ny1yw1sl2
https://cisco.box.com/s/5bn8z7h9qx79uiuwyr5v
http://www.cisco.com/web/learning/le21/onlineevts/offers/twtv/en/twtv173/ondemand.html
http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/endpoints-demonstration.html
http://www.cisco.com/c/en/us/products/security/amp-appliances/amp-networks-demonstration.html
http://www.cisco.com/c/en/us/solutions/enterprise-networks/advanced-malware-protection/amp-testimonials.html
http://csoc.cisco.com
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/solution-overview-c22-734228.pdf
http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/at-a-glance-c45-731876.pdf
http://www.cisco.com/c/en/us/products/security/amp-appliances/datasheet-listing.html
http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/at-a-glance-c45-731875.pdf
http://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/datasheet-c78-733181.pdf
http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/at-a-glance-listing.html
http://ecm-link.cisco.com/ecm/view/objectId/090dcae185cdac44/versionLabel/CURRENT
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/amp-threat-grid/solution-overview-c22-734156.pdf
http://www.cisco.com/c/en/us/products/collateral/security/amp-threat-grid-cloud/datasheet-c78-733495.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/amp-threat-grid-cloud/at-a-glance-c45-733452.pdf
http://www.cisco.com/c/en/us/products/collateral/security/amp-threat-grid-cloud/datasheet-c78-733495.pdf
http://www.slideshare.net/CiscoSecurity/malware-n-breaches-infographic
http://www.cisco.com/c/m/en_us/offers/sc07/adv-malware-protection/index.html
http://www.cisco.com/c/m/en_us/offers/sc07/adv-malware-protection/index.html
https://info.sourcefire.com/SecurityEverywhereWhitePaper-YouTube.html
http://www.cisco.com/web/offers/pdfs/security-everywhere-whitepaper.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/amp-appliances/presentation-c97-734093.pptx
http://www.cisco.com/c/dam/en/us/products/collateral/security/amp-appliances/presentation-c97-734093.pptx
http://www.cisco.com/c/en/us/products/collateral/security/fireamp-endpoints/guide-c07-734329.pdf
http://tools.cisco.com/pecx/login?URL=searchCourse?courseId=00077348
http://tools.cisco.com/pecx/login?URL=searchCourse?courseId=00077349
http://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/guide-c07-731666.html?cachemode=refresh
http://event.on24.com/r.htm?e=967685&s=1&k=4186D6FACFDC6074464854F397EECBD1
http://event.on24.com/r.htm?e=967685&s=1&k=4186D6FACFDC6074464854F397EECBD1
http://w.on24.com/r.htm?e=906373&s=1&k=694CA9B16F191C06AC9B8E2E3CC06FDE&partnerref=cisco
http://w.on24.com/r.htm?e=906373&s=1&k=694CA9B16F191C06AC9B8E2E3CC06FDE&partnerref=cisco
http://w.on24.com/r.htm?e=906373&s=1&k=694CA9B16F191C06AC9B8E2E3CC06FDE&partnerref=cisco
http://ecm-link.cisco.com/ecm/view/objectId/090dcae1864145f2/versionLabel/CURRENT
http://www.cisco.com/go/sellsecurity
http://iwe.cisco.com/web/selling-security/demand-generation-campaign
http://www.cisco.com/go/midsize
www.cisco.com/go/sellsecurity
www.cisco.com/go/sellsecurity

