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Elevate cloud security with
Atlassian Guard Premium

Guard priority projects with data classification, quickly surface suspicious behavior with alerts, and take

action with suggested remediations. Atlassian Guard Premium is a cloud security add-on that unlocks a full

cycle of capabilities to protect valuable assets and stop threats before they become incidents.

DETECT data misuse and suspicious
behaviors proactively across Atlassian
cloud with advanced auditing and

centralized, actionable detections.

PROTECT top-priority projects on
Atlassian cloud by classifying content and
enforcing policies to protect your most
important data.
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RESPOND immediately to anomalous
behaviors and potential threats on Atlassian
cloud with investigation workflows and
suggested remediation steps.


https://www.atlassian.com/
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< Atlassian cloud products supported by Atlassian Guard Premium

& Confluence

Atlassian Guard Premium unlocks multiple migration blockers with the following information security capabilities:

gm  Ability to identify,
classify, and remediate

leakage of sensitive data

m, Access to audit log

mm recording all user activity

Features and capabilities

Control usage of API
tokens and service/bot

accounts

Atlassian Guard Premium defends mission-critical work, surfaces high-risk threats fast, and resolves them

immediately. It includes all the capabilities in the Atlassian Guard Standard plan and also offers data

classification, actionable detections and alerts, remediation workflows, and more robust audit logs.

PROTECT
against data loss proactively

» Enforced single sign-on (SSO)

* SCIM automated user
provisioning

» Authentication policies

» External user security

» Enforced two-step verification

» Mobile app management
(MAM)

» API token controls

» Data security policies

 Data classification

» Enforce data security policies by

classification

DETECT

suspicious activity and data

misuse

« Automatic product discovery

» Organization insights

+ Comprehensive organization
audit log: Admin and user
activity, APl tokens, webhooks

» Anomalous activity detections

« Content scanning

« Custom detections

» Detection controls

* SIEM integrations

» Alert messaging integrations

RESPOND

to threats before they become
incidents

 Alert dashboard

« Alert details

* Actor profiles

« Remediation recommendations
* Remediation workflows

Alert hand-off

Ready to defend priority projects with Atlassian’s
most advanced security offering and stop threats

before they become incidents?

Contact your local Solution Partner.
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