Closing the
Cyber Threat Gap
How small businesses can protect their
data with smarter, tougher, proactive
cloud-based security solutions
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Introduction

No matter the size, every business today
faces cybersecurity threats. While cyberattacks against large companies grab bigger
headlines, small businesses are even more
susceptible because they typically have
fewer resources dedicated to protecting
against these threats.
The volume, scope and cost of cybercrime continues to escalate, with studies predicting that it
will cost the world $6 trillion annually by 2021.1 The
number of attacks, including phishing, advanced
malware, zero-day and ransomware attacks is
escalating rapidly. A recent study indicated that 67%
of small businesses experienced a cyberattack,
and another 58% experienced a data breach in
3

2018—which is staggering when you consider that
the average cost of a data breach globally is $3.86
million, a 6.4% increase from a 2017 report.2 The
simple truth is no organization of any size can afford
to be unprepared.
Today’s small businesses need security solutions
that don’t bust their budgets or stretch IT staff to the
point of being ineffective. They need security solutions that can be customized to protect their specific
IT environment against attacks on the network, in
the cloud, and at every connected endpoint.
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The State of Cybersecurity for
Small Businesses: Increased Risk,
Limited Resources
In today’s threat landscape, small businesses are uniquely vulnerable to cybersecurity threats. Unlike larger enterprises,
they face resource constraints for the
complex tasks of monitoring, identifying
and remediating an increasing variety of
risks— from strong-encryption ransomware
and malware to distributed denial-of-service (DDoS) attacks and crypto mining
threats. And while they may have a smaller
attack surface, small businesses are just
as vulnerable as a major enterprise.
Not only are small businesses growing as the
favored targets for ransomware attacks, they are
frequently also the most impacted. A study that
surveyed 1,816 small business respondents across
26 countries to understand their security risks
found that 53% of the respondents had already
experienced a breach. These data breaches
frequently had a significant financial impact on the
company, including lost revenue, customers, and
opportunities.3 The study also revealed that targeted attacks against employees such as phishing
(79%), advanced persistent threats (77%), ransomware (77%), DDoS attacks (75%), and proliferation
of BYOD (74%) were the top five security concerns
for small businesses.
While most small businesses are aware of the
growing severity and scale of these cyber threats,
many are still grappling to find the right solutions
and strategies to help them keep these threats in
check. In another recent survey, a shocking 1/3 of
small businesses stated they have no safeguards

in place to stop a cybersecurity breach.4 And while
97% of advanced malware takes advantage of
Domain Name System (DNS) blind spots to launch
their attacks, most small businesses do not have
the resources or capabilities to monitor DNS traffic
for malicious internet connections.5
Small businesses are finally recognizing that traditional, i.e., “dated” security solutions will no longer
protect their data, or the data of their customers.
Creating robust firewalls, building VPNs, ensuring
up-to-date anti-virus software and malware detection is a start, but it’s not enough. Small businesses
need to reimagine how security is delivered so
it can proactively defend every endpoint in the
network, as well as all the data that travels across
the network by any means.

“Cybersecurity is a constant challenge.
There's always somebody with more
time on their hands that wants to
try and poke holes in your network.
Or they want to try and earn an
easy buck off of somebody that's
not paying attention. Cybersecurity
vigilance needs to be a never ending
process—at least in my opinion.”
Jonathan, IT pro
Small healthcare company
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Rethinking Security
in the Digital Age

Businesses today are rapidly embracing
digital transformation initiatives and
deploying new technologies to remain
competitive and gain market share. While
the integration of business systems,
technologies and operations can enable
smarter data-driven decision-making and
generate valuable customer insights, it
can also pose new security challenges by
accelerating the speed and damage of
attacks across highly connected
enterprise networks.
Managing these new technologies is a growing
challenge for small businesses already struggling to
keep pace with existing business needs, increased
competition, and compliance requirements.
It used to be that companies took a straightforward
approach toward protecting data based around
securing the entire network and all the user activity
that passed through it. Today, things are dramatically different. The explosion of mobile, cloud,
Bring Your Own Device (BYOD) policies, as well

“I use a third party for security because,
being a one-man shop there's no way I
can be the expert. Having more security
integrated into a single dashboard is very
intriguing. It's the way of the future.”
Patty, IT pro
Mid-size law firm
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as the Internet of Things (IoT) present mounting
challenges on every front from a security perspective. Controlling large volumes of data on multiple
devices is an especially difficult challenge, since
so much of that data now originates outside the
company network.
To complicate matters even more, unstructured
data – such as emails, documents, videos, photos,
and presentations – is increasing exponentially as
more devices become mainstream. This data is
some of the most difficult to protect.

Small Business
Security Tip

To stay ahead of these threats, small
businesses need to establish a security
“perimeter” around their entire IT environment.
This perimeter should enable data to:

]] Safely transmit throughout the network
]] Dynamically increase and
extend protection as needed
]] Proactively identify and defend
against attacks before they hit
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Understanding the
Cyber Risks of IoT

With IoT connecting a greater volume and diversity of devices to networks,
businesses have become susceptible to a host of IoT-associated risks. By 2020,
the global market for IoT is predicted to reach $1.7 trillion and the installed base of
IoT endpoints is likely to grow to 30 billion.6 Each endpoint potentially represents a
portal to the network which can be compromised.

What exactly is the Internet of Things (IoT)?
IoT is comprised of billions of physical devices that are connected to, monitored by,
and even controlled through the Internet. From smart speakers to self-driving vehicles
to wearable fitness trackers, IoT devices grow in number and variety every day.

Small businesses that still rely on traditional security
to protect against these emerging risks are effectively opening up the network to a whole new set
of vulnerabilities and blind points. With traditional
security, threat intelligence is derived only from
static reputation scores that are issued after threats
have been detected. Emerging threats—or those that
are still in the staging process— remain undetected.
Traditional security solutions also restrict integration
and are incapable of dealing with the volume and
variety of today’s cyber threats. This can leave
IT staff scrambling to reconcile, synthesize, and
prioritize alerts without a coherent overview of the
entire environment.
Small businesses wanting to digitize operations and
integrate services like IoT and advanced analytics
need to assess the security of each node in the
enterprise to ensure endpoint validation as well as
to control network connections.
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Small Business
Security Tip
]] Stay ahead of threats by maintaining
complete visibility throughout the
network. Utilized security strategies
and technologies need to be holistic,
integrated and automated from the
outset rather than pieced together
over time. This is crucial to building
a strong line of defense that block
attacks before they reach endpoints.
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Utilizing the Cloud to
Thwart Cyber Attacks

Every day, more small businesses leverage the cloud for computing, storage, data
analytics, business productivity and much
more. Cloud-based apps have become
the norm, which means information is
flowing in and out of the enterprise.
It is estimated that 83% of enterprise
workloads will be running in the cloud by
2020—with trends like Artificial Intelligence
(AI) and Machine Learning driving this
incremental cloud computing adoption.7

Small Business Security Tip:

While the cloud offers enhanced data security—due
to advanced firewalls, intrusion detection and event
logging—many hackers attempt to take advantage
of the smaller IT staffs and security teams at small
businesses who may struggle to protect their
rapidly expanding cloud environments.
In a recent report, 57% of the IT pros surveyed
agreed that the most difficult area to defend is
data in the public cloud.8 These IT pros managing
cloud-based networks in small businesses are still
seeking better ways to securely leverage the cloud.

Focus your efforts on achieving the
following cloud-based security key goals:

Block
threats earlier

Extend
protection

Secure users
and data

Enable secure
cloud use

Stop malware before
it reaches your
network or endpoints.
Reduce the time spent
remediating infections

Remove blind spots
and protect users
anywhere they
access the Internet

Protect users, data,
and apps in the cloud
against compromised
accounts, malware, and
data breaches, while
enabling compliance

Improve security
with no impact on
end-user productivity
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“I'm currently looking into a cloud file
sharing platform. Right now we're using
an in-house solution, but I don't trust it's
HIPAA compliant. We're looking at cloud
solutions for that level of security.”
Matt, IT pro
Small law firm

Small businesses must incorporate cloud-based security solutions that deliver advanced security techniques. This means ensuring the security of every user, application and piece of data in the cloud with solutions that provide:

Visibility:
See everything with complete visibility of users, devices,
networks, applications, workloads, and processes

Segmentation:
Prevent attackers from moving laterally east/west across
the network with mic ro-segmentation and application
whitelisting

Threat Protection:
Identify breaches faster with multi-layered threat sensors
to quickly detect, block, and respond to prevent data
theft and disruptions of operations
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Cisco Umbrella and Meraki MR:
Working Together to Improve
Small Business Cybersecurity

Learn.

See.

Block.

Cisco understands the growing and increasingly sophisticated cybersecurity challenges
faced by small businesses every day. It’s one reason so many small businesses are
putting their trust in Cisco’s integrated portfolio of networking and cybersecurity solutions
to stay ahead of the latest threats to their networks and data. They know that Cisco
has industry-leading threat intelligence to stay ahead of the increasingly complex and
relentlessly constant threats small businesses face today, as well as the attacks being
designed to infiltrate their companies in the future.
Cisco’s cybersecurity solutions help protect data,
applications, and workloads to keep small businesses protected and productive. They enable
faster incident detection through complete visibility
of all users and network traffic across your enterprise, cloud, and data center. Best of all, Cisco
makes it easy for small businesses to get started,
and then keep improving security to stay ahead of
the bad guys.
For small businesses looking to innovate while
keeping their assets safe—without the luxury of a
large IT team or unlimited resources—the Cisco
Meraki cloud-based networking solution is designed from the ground up with cloud optimization
technologies that can be used to manage a large
volume of devices without having to deploy additional IT staff. The Cisco Meraki cloud service
powers tens of thousands of networks worldwide
and connects millions of devices.
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Integrating Meraki with Cisco Umbrella will benefit
your business by boosting your network security
and reducing pressure on your IT department. This
integration brings together two cloud-managed
solutions that simplify deployments and deliver effective protection for users across a business network. Umbrella can be deployed in minutes across
all access points and instantly provide protection
against threats like malware, ransomware, and C2
callbacks. For additional control and convenience,
network managers can apply Umbrella policies
directly in the Meraki dashboard to experience a
faster and more intuitive deployment of Umbrella,
and the convenience of applying policies without
leaving the Meraki dashboard.

Conclusion
Every network is a potential target
for hackers, including yours.
IT pros tasked with managing incredibly complex networks need
to rethink their approach to security. Cisco Meraki and Cisco
Umbrella work together to simplify day-to-day security operations
and defend against threats to keep your network safe.

Ready to take the next step?

Click here to see buying options.
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