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Five Requirements  
When Considering Web Security
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The web has become a popular attack vector, and web 
security is a vital part of keeping your business safe. 
Hacking is now a recognized industry, and criminal 
enterprises are more sophisticated and better connected 
than ever. Attacks are always changing, becoming more 
damaging and harder to detect.  

Today’s organizations need a comprehensive web security 
solution that includes these five must-haves:  

• Protection across the attack continuum—before, during, 
and after an attack

• Flexible deployment options

• The capability to protect sensitive data and prevent it 
from leaving the organization

• Reduced risk through robust controls

• Quick identification and remediation of zero-day attacks 

Challenges
Threats outside your network are not your only 
concern. Users inside the business may be putting your 
organization at risk by consuming excess bandwidth and 
accessing content—like social media, Internet videos, 
and personal applications—outside your acceptable-use 
policies. This may occur at headquarters and branch 
offices among employees and guest users, and while 
employees are roaming. Overconsumption of resources 
can slow performance of software-as-a-service (SaaS) 
applications and other high-priority business functions. 

Some of the most sophisticated web-based threats are 
designed to hide in plain sight on legitimate and well-
trafficked websites. According to research by the Cisco® 
Talos Security Intelligence and Research Group (Talos) 
conducted for the Cisco 2015 Annual Security Report, 
adversaries who use some of today’s leading exploit kits, 
like Angler and Sweet Orange, rely on malvertising to 
redirect users to websites—including legitimate websites—
that host those exploit kits.* 

Meanwhile, nonintegrated point solutions and multiple 
management platforms intended to enhance security 
only create gaps that adversaries can use to launch 
targeted malware that can modify its behavior and evade 
detection. Some of the most dangerous web-based 
threats today include:

• “Watering hole” attacks, which infect trusted sites with 
malware to compromise end users

• Spear phishing, a technique that criminals use to 
target specific users and trick them into clicking 
compromised links

• Dropper attacks, which deliver malware with stealthy 
and self-deleting programs

These threats aren’t tied just to questionable websites 
or bad URLs. Today users are more likely to be 
compromised by malware through legitimate websites 
than attack sites, according to Talos research.** 

What You Will Learn

*Cisco 2015 Annual Security Report, Cisco, Jan. 2015. 

**Cisco 2014 Annual Security Report, Cisco, Jan. 2014.  

http://www.cisco.com/web/offers/lp/2015-annual-security-report/index.html
http://www.cisco.com/web/offers/lp/2014-annual-security-report/index.html
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All the above challenges underscore the need for 
comprehensive content security, including a web security 
solution with the following requirements: 

Requirement 1: Protection Across 
the Attack Continuum—Before, 
During, and After an Attack 
In today’s threat landscape, where the security perimeter 
has been pushed to the cloud and data is a prime target 
for attack, the chance of a compromised network is 
essentially assured. Organizations must therefore be 
prepared to address a broad range of attack vectors with 
solutions that operate everywhere a threat can manifest 
itself—on the network, on endpoints, from mobile devices, 
and in virtual environments. 

Today’s content security solutions provide continuous 
monitoring and analysis across the extended network, 
so enterprises have a greater ability to stop threats and 
protect users across the full attack continuum—before, 
during, and after an attack. And when compromise 
inevitably occurs, security personnel will be better 
positioned to determine the scope of the damage, 
contain the event, remediate, and bring operations back 
to normal as quickly as possible.

Requirement 2:  
Flexible Deployment Options
The “Cisco Security Manifesto,” introduced in the Cisco 
2015 Annual Security Report, outlines several basic 

principles for achieving “real-world security.” One 
principle: “Security must work with existing architecture 
and be usable.”* 

To be truly effective, a trustworthy security solution must 
fit into your existing infrastructure, reducing the need 
to “rip and replace” infrastructure and technologies. It 
must also adapt and scale to provide the same level of 
protection as your company grows and changes.

Small branch offices or remote locations should have 
the same protection that the corporate headquarters 
has without your having to install and support hardware 
at those locations. Custom deployments should 
be easily managed through central configuration 
management and reporting.

Requirement 3: The Capability 
to Protect Sensitive Data  
and Prevent It from Leaving  
the Organization
Cisco Talos research suggests that organizations may 
not be able to prevent all malware from infiltrating their 
networks. However, modern content security solutions 
can help reduce the chance that critical data will leave 
the network either by accident or by design. Enterprises 
need solutions that can scan all inbound and outbound 
web traffic in real time for both new and known malware, 
and that apply dynamic reputation and behavior-based 
analysis to every piece of accessed web content.

FIVE REQUIREMENTS WHEN CONSIDERING WEB SECURITY

1. Protection Across the Attack Continuum—Before, During, and After an Attack

2. Flexible Deployment Options

3. The Capability to Protect Sensitive Data and Prevent It from Leaving  
the Organization

4. Reduced Risk Through Robust Controls 

5. Quick Identification and Remediation of Zero-Day Attacks

*Cisco 2015 Annual Security Report, Cisco, Jan. 2015. 

http://www.cisco.com/web/offers/lp/2015-annual-security-report/index.html
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Organizations also need the ability to detect, block, 
and manage risks in both inbound and outbound email. 
Solutions with content-aware, policy-based data loss 
prevention (DLP) and encryption capabilities can offer that 
protection. Outbound antispam and antivirus scanning, 
along with outbound rate limiting, help organizations keep 
compromised machines or accounts from ending up on 
email blacklists.

Requirement 4: Reduced Risk 
Through Robust Controls 
Today’s organizations need advanced control over 
dynamic web content and applications for all users 
regardless of location. As they expand their use of 
the web for competitive advantage, organizations 
also increase their exposure to tangible risks that can 
undermine data security. Some of the most sophisticated 
web-based threats are designed to hide in plain sight on 
legitimate and well-trafficked websites and serve up data-
stealing malware to unsuspecting users.

Blocking websites is not practical or realistic in today’s 
Web 2.0 world, but blocking features is. Content security 
solutions that offer application visibility and control help 
administrators create and enforce detailed policies 
within websites that contain embedded applications—
without hindering workforce productivity or burdening IT 
resources. This helps organizations reduce their exposure 
to web-based malware and prevent data loss.

Sophisticated content security solutions will not only 
identify applications but also identify and categorize 
microapplications so administrators can easily allow 
or deny access to the relevant parts of an application. 
For instance, microapplications on Facebook can 
be categorized as business, community, education, 
entertainment, games, and so on. Similarly, applications 
like Google+, LinkedIn, Twitter, and iTunes can be broken 
down into microapplications.

Enterprises also need content security solutions that help 
enable them to control application behavior: what action 
a user is taking within an application. As an example, a 
videos category can identify whether a user is uploading, 
tagging, or posting a video. An administrator can then set 
a precise control for this category, allowing users to view 
and tag videos but not to upload a video.

Requirement 5: Quick 
Identification and Remediation  
of Zero-Day Attacks
The threat landscape is more dynamic and advanced than 
ever before. According to the Cisco 2015 Annual Security 
Report, malware is becoming increasingly sophisticated 
and elusive. Cybercriminals are launching attacks through 
a variety of attack vectors, including tools that users trust 
or view as benign. And targeted attacks are on the rise, 
creating a persistent, hidden presence from which they 
carry out their mission. 

It’s no longer enough to focus solely on the perimeter with 
point-in-time solutions that have the capability to scan 
only once for suspicious activity. Today’s threats change 
with time, evading detection by point-in-time solutions.

Identifying zero-day attacks requires big data analytics 
that examine data on users and traffic over time and can 
flag suspect behaviors. Discreet attacks over time have 
become the norm, and organizations must be prepared to 
identify threats given this dynamic. 

Furthermore, if a threat is identified after it has evaded 
the initial defenses in a network, organizations need to 
have the retrospective capabilities to “turn back time” and 
eliminate the malware in all infected devices.

Why Cisco?
To protect their data, networks, and users, today’s 
organizations need a threat-centric security model. They 
must be able to address the full attack continuum across 
all attack vectors and to respond at any time, all the time, 
in a continuous fashion—before, during, and after an attack. 

Cisco Web Security

With Cisco web security, organizations can monitor and 
control data flowing into and out of the enterprise. Cisco’s 
advanced threat defense starts with the work of Talos. 
Composed of leading threat researchers, Talos is the 
primary team that contributes threat information to the 
Cisco Collective Security Intelligence (CSI) ecosystem, 
which includes Cisco Threat Response, Intelligence, and 
Development (TRIAD); Cisco Managed Threat Defense; 
and Security Intelligence Operations. Cisco CSI is shared 
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across multiple security solutions and provides industry-
leading security protections and efficacy. 

Talos calls on an unrivaled telemetry data set of billions of 
web requests and emails, millions of malware samples, 
open-source data sets, and millions of network intrusions 
to create intelligence that provides a holistic understanding 
of threats. This capability translates to the industry-
leading effectiveness of Cisco security solutions. Our 
security intelligence cloud produces “big intelligence” and 
reputation analysis for tracking threats across networks, 
endpoints, mobile devices, virtual systems, web, and email.

Cisco Cloud Web Security

As a cloud-delivered web security solution, Cisco  
Cloud Web Security (CWS) offers extensive SaaS. 
Deployment is simple and fast. No maintenance or 
upgrades are required.

With Cisco CWS, administrators can set and enforce 
specific web-use policies across the entire environment. 
Users can connect Cisco CWS to their existing 
infrastructure with flexible network integration options. 
Cisco CWS controls access to websites and specific 
content in webpages and applications. Cisco analysis 
engines deliver continual industry-leading antimalware and 
zero-day threat protection against web-based attacks.

Cisco Cognitive Threat Analytics

Organizations that use Cisco CWS can further enhance 
their threat-detection capabilities with Cisco Cognitive 
Threat Analytics (CTA), a cloud-based solution that 
reduces the time to discovery of threats operating inside 
the network. CTA is available on the Cloud Web Security 
Premium offering. It addresses gaps in perimeter-based 
defenses by identifying the symptoms of a malware 
infection or data breach using behavioral analysis and 
anomaly detection.

Cisco AnyConnect VPN

Cisco AnyConnect® VPN technology provides information 
on user identity and location, device operating system and 
version, and user access privileges that help enable Cisco 

next-generation firewall solutions to enforce network 
access based on context. Cisco AnyConnect is the most 
widely used VPN client, as well as the most mature and 
comprehensive secure mobility client in the market today. 
Redirecting traffic to Cisco CWS through AnyConnect 
allows protection for roaming users.

Cisco Advanced Malware Protection

Cisco Advanced Malware Protection (AMP) combines the 
cloud security intelligence of Cisco and Sourcefire (now 
part of Cisco). Cisco AMP integrated capability spans 
Cisco FirePOWER™ network security appliances, endpoint 
protection for PCs, Cisco email security, Cisco web 
security, Cisco Cloud Web Security, and mobile and virtual 
systems. It offers flexible deployment options and extensive 
coverage to close ever-expanding attack vectors.

Conclusion
Robust web security solutions, like those from Cisco, 
are a core component of a modern content security 
strategy because they rely on real-time intelligence; 
provide precise access control; and are content, context, 
and threat aware. With Cisco security solutions, you are 
protected across the entire attack continuum. 

Cisco service offerings are available to help you assess 
and deploy your security solution quickly and cost-
effectively. Our portfolio includes professional and 
technical support services as well as assistance in 
planning, design, and implementation.

For More Information
For more information on Cisco web security solutions,  
visit our web security page.

http://www.cisco.com/c/en/us/products/security/web-security/index.html

