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Chapter 1: What is Ransomware 
 
Ransomware is one of the biggest threats facing IT. 
What exactly is ransomware? Ransomware is a 
program that, once installed in a system, encrypts 
an organization's data. The only way to unencrypt it 
is to pay a fee to the person who wrote the program 
for the key to unlock the data. 
 
The bad actors who develop these programs are 
smart. They set the ransom fee at a price that will 

hurt, but not so high that you would consider yourself crazy to pay it. As a result 
ransomware is a big business. Some studies report total payments to ransomware 
developers in 2017 will exceed $1 billion. With that kind of money at stake, ransomware 
creators are making huge investments in their programs to make sure they can infect an 
organization's data quicker, without detection and more thoroughly.  
 
How Does Ransomware Work? 
 
The first step for a successful ransomware attack is for the ransomware creator to install 
the program on a system within an organization's network. Unfortunately, that is pretty 
easy. Ransomware creators use email and websites to spread the program, using 
enticing offers that requires a user in your network the click of a link. Those emails are 
no longer a grammatically incorrect email from a Nigerian prince either. They are well 
designed emails or websites that look like they come from reputable companies.  
 
Once the program is inside the organization, how it spreads varies. Generally the 
programs quickly crawl through the network encrypting every file that it accesses. Some 
programs now have the intelligence to also attack or encrypt known backup targets and 
snapshot copies.  
 
What To Do About Ransomware? 
 
The way to beat ransomware is to dry up its funding source, the ransoms. The problem 
is, for the most part, organizations are on their own when it comes to ransomware. 
Once a file is encrypted it is almost impossible to decrypt without the key. Organizations 
have to do what they can to prevent getting infected and then be able to recover from 
an infection easily. Paying the ransom has to become the absolute method of last 
resort.  
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How to Stop Ransomware 
 
While difficult to stop there are some functional steps IT can take to keep a ransomware 
attack from ever occurring. The most obvious is to train users to never click on a link in 
email and to only click on links from trusted websites. While user training and constant 
reminding does help, eventually someone will make a mistake and the attack will occur.  
 
The next step is to limit the damage. Segment the network and file shares so that not all 
data is accessible by all users. A new reason for groups is to limit exposure to 
ransomware. IT should also make sure that they have an accurate inventory of servers, 
desktops and laptops. Make sure inactive devices are powered off.  
 
Finally, have a method to detect an attack is occurring. There are several products on 
the market that will alert you to a sudden increase in the rate of change of certain files 
and what the source of the change is.  
 
Despite all these measures, the likelihood that your organization will be the victim of a 
ransomware attack is increasingly high. Once you detect it you will have to stop and 
certainly will have to recover some portion of data or pay the ransom. The problem is 
the way ransomware attacks and when the attacks occur often render traditional backup 
technology useless. In fact, there are now known cases of a ransomware attack 
infecting the backup storage device itself. 
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Chapter 2: Why Backups Can’t Protect Against 
Ransomware 

 

Ransomware developers keep trying to find new 
ways to infect an organization’s systems. Now, 
backups are not even enough to protect against 
ransomware. They are increasingly victims of the 
attack themselves, and they don't capture data 
frequently enough to enable the organization to 
recover from an attack. 
 

Why Well-Protected Organizations Pay The Ransom 
 
The most obvious victim of a ransomware attack is an organization that either was not 
backing up data or as the result of the attack finds its backups are not working properly. 
This leaves companies with no other option than to pay the ransom. 
 
But even organizations that protect their data and have quality backups often end up 
paying the ransom anyway. 
 
The problem is the time of day the ransomware attacks and how often an organization 
performs backups. Most backup jobs are run once a day, at night after everyone goes 
home. The ransomware is enabled by a user clicking through an email. Because that 
user is there during the day, that’s when the ransomware goes to work and very quickly 
encrypts all the data it can find on the network.  
 
While it’s true backup will replace the encrypted data, it is LAST NIGHTS copy of data. 
Any data changed or modified during the day will not get protection from the backup. 
That means potentially every order the company takes, every contract it creates, or 
every new presentation someone builds is if the organization does not pay the ransom. 
Recreating the one day’s worth of data may be an option, but in most cases the amount 
of data that changes is too large. And in some cases the data can't be re-created. 
Imagine a online transactions in a database, video production or even the recording of a 
simple phone call.  
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If the organization decides recovery from backup is an option, there is also the time 
aspect. Most organizations have millions of files, the time it takes to identify the infected 
files and recover them could take days if not weeks. The organization may decide it is 
simply not worth the time to recover all the data, it may be faster to pay the ransom and 
unencrypt it. 
 
If Backups Aren't Enough Then What is? 
 
To survive the ransomware attack, organizations need to, in near real-time, copy data 
as users create or move it. The destination system needs to be secure from access. 
We'd suggest a private connection and all data written to the second system be read 
only and be able to maintain multiple versions of a file. Finally, it should notify the 
system administrator of file anomalies like, for example, a high number of files changing 
in a short period of time.  
 
If an alert occurs, a system administrator can instantly make data available on a 
secondary device, essentially recovering without having to move data. 
 
Ransomware is a different animal and it requires different thinking compared to the old 
techniques of once-a-night backup. Near real-time copies of data and the ability to point 
users directly to the device are critical to a successful and rapid ransomware recovery. 
If enough organizations implement such a solution, then the money that drives 
ransomware investment will dry up and the problem will subside.  
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Chapter 3: How To Beat Ransomware But Not Your 
Budget 

 

While real-time backup is a great idea in the fight 
against ransomware, the problem is developing a 
process to provide this real-time protection without 
breaking the bank. 
 
What Data is at Risk? 
 
The first step in beating ransomware is 

understanding what data is at risk and more importantly what servers can be 
compromised to allow the virus in. The reality is that all data is at risk, but most 
high-profile servers, like databases, are well protected. They are patched frequently and 
have their own frequent backup techniques. At risk are file servers and network 
attached storage systems. These are not updated as frequently and users are 
constantly interacting with them. Also, backup for these systems are typically done once 
per night. So, even if that night's backup is successful, the organization exposes a full 
day's worth of work to an attack.  
 
Protecting from the Ransomware Attack 
 
Of course patching servers and user devices is critical, so is training users not to click 
on suspicious links. But eventually a mistake will happen and the virus will get through. 
When it does, the virus spreads very quickly. The organization needs tools to identify 
massive changes to files occurring over a short period of time.  
 
Once identified, the organization needs to recover encrypted data. In most cases, the 
problem is many, if not all, files are affected. That means a long and onerous recovery.  
 
The solution is to implement a system that can monitor itself and the moment there are 
changes to a file or a user adds a file, the file is copied to a secondary storage target. 
That data should be stored “read-only” so the ransomware virus can't encrypt it. It also 
should be sequestered with limited access. Basically, access should come from only a 
few users with unique logins and the agent sending changed files.  
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Recovering From an Attack 
 
Once IT identifies and stops the attack, work begins to restore access to the data. 
Considering the ransomware can impact millions of files, copying all this data back may 
take too long. But it does not make sense to provide direct access to the secondary 
storage system either, since the virus could still be somewhere in the network. Instead, 
the secondary system should restore stub files back to the primary data store. These 
are small 1k files IT can restore quickly.  
 
Then, as users access these stub files, the file is copied back from the secondary 
storage to primary storage. While these users might (but probably won’t) notice the few 
milliseconds of delay in access, this process keeps the copy on secondary storage 
secure. Over time all the files are moved back to primary storage as the user accesses 
them. 
 
Protecting Against Theft 
 
Another aspect of this solution is that it also protects against another type of attack, 
where instead of encrypting the data for ransom, the attack steals the data for release to 
the public, which could bring potential embarrassment to the organization. The dual 
storage solution allows administrators to quickly move data from primary storage to 
secondary storage which is sequestered. If intruders breach the organization, the 
system limits data available to them. In most cases, less than 15 percent of the 
organization’s total data needs to be on primary storage. 
 
Driving Down the Cost of Primary Storage 
 
Another benefit to this dual storage system approach is it drives down the cost of 
primary storage. By moving less active data to more secure secondary storage, the 
organization can reduce the capacity and performance requirements for its primary tier. 
The cost savings realized in that movement could pay for the entire investment. 
Essentially, the organization gets ransomware protection for free. 
 
The three benefits of a dual storage system strategy are the real-time protection from 
ransomware, the protection against data theft and the ability to drive down the cost of 
primary storage. These three benefits should have organizations running toward these 
solutions. 
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Chapter 4: Why Not Build Ransomware Proof 
Storage? 

 

Ransomware works by compromising a user’s account 
and then encrypting all the files that the account can 
access. A compromised superuser account is 
catastrophic. But to encrypt data files need to be opened, 
changed and saved again. What if the storage system 
protected against ransomware by identifying the rapid 
opening and changing of files, then provided an audit trail 
for those activities?  
 

Introducing Nexsan Unity Active Archive 
 
Nexsan designed its Unity Active Archive for use with its Unity Hyper-Unified Storage, a 
primary storage system that delivers high performance across a variety of use cases 
including network attached storage (NAS). The purpose of Unity Active Archive is to 
store immutable copies of data to meet long term archiving requirements. But this 
immutability also provides excellent protection against ransomware.  
 
How Unity Active Archive Protects Against Ransomware 
 
Since Unity Hyper-Unified Storage and Unity Active Archive work together, a customer 
can configure the Hyper-Unified storage system through a policy to send data as it 
changes in real-time to the Unity Active Archive. The Active Archive stores a read only, 
immutable copy of each version of the data. If ransomware modifies the file, the 
encrypted copy of data will be written to the archive but it will not replace the last known 
good copy.  
 
When a ransomware attack is identified, the IT administrator needs to first suspend the 
compromised account and kill the spreading of the ransomware virus. Once IT 
completes that task, the next step is the typically long and arduous recovery process. 
With Unity Active Archive, the administrator simply needs to restore pointers, small 1K 
files, instead of the entire file. The business can be back up and running very quickly. 
As users access these pointers, the entire file is restored in a process that is seamless 
to the user.  
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How Unity Active Archive Drives Down Long Term Storage Costs 
 
Unity Active Archive does far more than protect from ransomware. It also lowers the 
cost of primary storage. The same process for protecting against ransomware can also 
move data to the archive based on policy. After data is copied to the active archive, a 
policy can be set to move the data from primary storage based on last access. The file 
will then be exclusively available in the active archive. The solution places a stub file on 
the Unity Hyper-Unified storage system so that if the user needs the file it will 
automatically be recalled.  
 
Considering that 80 percent of data has not been accessed in the last 90 days, most 
organizations will be able to dramatically cut their primary storage costs as a result of 
this solution.  
 
How Unity Active Archive Meets Regulatory Requirements 
 
In addition to being at risk for a ransomware attack and having primary storage systems 
bursting at the seams with old data, organizations also need to adhere to regulatory 
demands placed on them by a governmental or organizational body. Meeting these 
regulations requires the business to keep the data for a specified number of years and 
the organization can prove that it has not been altered. Unity active archive, through 
policies, can meet these demands. A policy can keep a file or set of files for the required 
period of time as read-only. It also has an audit log to verify the lack of change.  
 
Ransomware is a thread that all organizations need to have a response to. It requires a 
unique counter measure that can protect data as it changes and recover thousands of 
files almost instantly. But ransomware is not the only challenge facing IT and it’s hard 
for the organization to justify a ransomware-only solution. Active Archive solves three 
problems. First, it provides real-time protection against ransomware. Second, it reduces 
the cost of primary storage. Third, it prepares the organization to meet regulatory data 
retention requirements. The combined resolution of these three problems results in a 
very rapid return on investment.  
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About Storage Switzerland 
 

Storage Switzerland is an analyst firm focused on the storage, virtualization and cloud 
marketplaces. Our goal is to educate IT Professionals on the various technologies and 

techniques available to help their applications scale further, perform better and be better 
protected. The results of this research can be found in the articles, videos, webinars, product 

analysis and case studies on our website storageswiss.com 

 
Written by George Crump, Chief Steward 

George Crump is President and Founder of Storage Switzerland. With over 
25 years of experience designing storage solutions for data centers across 
the US, he has seen the birth of such technologies as RAID, NAS and SAN. 
Prior to founding Storage Switzerland he was CTO at one the nation’s 
largest storage integrators where he was in charge of technology testing, 
integration and product selection. 

 
 
 

Sponsored by Nexsan 
 

 
About Nexsan 
 
For over 18 years Nexsan has built a reputation 

for highly reliable, cost-effective storage designed to serve specific use cases and business 

demands. We create storage for IT professionals who demand storage suited to their specific 

needs. We think of our products as “purpose-built” rather than general purpose. That means 

product design starts by understanding the diverse workloads in our customers’ environments. 

And because these workloads vary, we offer a broad line where each product has clear intent 

and exceptional value. The ultimate expression of our commitment to purpose-built storage is 

our new Hyper-Unified Storage — adding capabilities to our award-winning unified storage that 

transform storage from a routine requirement into a business advantage: Simple sync and share 

for users, real-time file sync across locations, and data archiving with unmatched security and 

standards compliance. To learn more, visit https://www.nexsan.com for details. 
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