














Connect safely.

Your data. Your business. Making your device more accessible to all comes with risks.
And while everyone realizes the need to safeguard their PCs with virus and malware
protection, it’s also critical to understand that multifunction printers are potential

points of entry for malicious activities.
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Powerful Partnerships

Xerox® devices built on ConnectKey®
Technology include McAfee® integration
powered by Intel Security, resulting in
the industry’s first lineup of multifunction
printers that protect themselves from
potential outside threats. McAfee
whitelisting technology ensures only
safe, pre-approved files or functions are
executed on your devices, minimizing
the need to manually update software
levels against new security threats. Also,
seamless integration with the Xerox®
Managed Print Services toolset and
McAfee ePolicy (ePO) allows for easy
tracking and monitoring.

Plus, automatic Cisco® TrustSec Identity
Services Engine (ISE) integration provides
comprehensive visibility of all of these
MFPs’ endpoints to enforce IT-centric
security policies and compliance.

More secure anywhere.

Xerox® ConnectKey® Technology provides

the most comprehensive range of advanced
features and technologies to help ensure your
company'’s confidential information stays
secure. Ready out of the box, our standard
security includes features, such as 256-bit hard
drive encryption, McAfee® protection powered
by Intel Security and secure printing. Xerox also
offers Xerox® PrintSafe software for affordable
authentication that integrates with trusted
industry cards/readers and pin access, to
access nearly any printer in your secured print
environment.

Compliance with standards.

At Xerox, we believe comprehensive, multi-layer
security that is easy to deploy and manage is

a critical factor in the success of any business
or organization of any size. Xerox® Technology
is tested and validated to ensure protection
against unauthorized access, and to keep your
business compliant with standards across
multiple key industries.

For more information about how Xerox
helps make you more secure, visit
www.xerox.com/security.
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Real-world challenges, real cost savings with simple solutions.

To thrive, you need to reduce costs where you can. With Xerox, you gain an
important competitive advantage with innovative tools to help you save time, control
costs, simplify the way you manage printing in your office, and get a significant return

on your investment.

Convenience Authentication

Xerox® devices built on ConnectKey®
Technology can be upgraded with optional
solutions to deliver even greater cost
control capabilities. They support many
card reader technologies that enable users
to log into the device using a proximity
card, student ID, or security card, providing
a secure method of authentication, tracking
usage and billing.

Saving you time so
you can save money.

Whether it’s out-of-the-box default settings like
two-sided printing, our innovative Earth Smart
feature, or the built-in technology that avoids a
second pass of the print engine if only one page
was sent, our new technology helps you control
who prints what, when and how.

ConnectKey Technology evolves with your
needs, starting with very simple controls, such as
restricting usage and regulating color printing.
The available User Permission control integrates
with your internal authentication system—
allowing you to prevent pre-determined or
non-authenticated users from seeing specific
features on the user interface, and to restrict
color printing or single-sided documents
universally or by application, time of day, or

day of the week. And our Microsoft® Windows®
print drivers give you the ability to save different
settings per application, minimizing the need for
your users to make changes and reducing the
risk of potential errors.

Reduced energy consumption
for increased savings.

Xerox is a charter partner of the international
ENERGY STAR® program, which means each
new generation of Xerox® products offers more
functionality and uses less energy—saving our
customers money and reducing their carbon
footprint.

Plus, MFPs built on ConnectKey Technology are
compatible with energy management solutions
such as Cisco® EnergyWise.

For more information on our sustainability
efforts, visit us at www.xerox.com/
environment.
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Xerox® Devices Built on Xerox® ConnectKey® Technology
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e Xerox® WorkCentre® 3655i
h Multifunction Printer
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e Xerox® WorkCentre® 6655i
Color Multifunction Printer
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Xerox® ColorQube® 8700
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Xerox® ColorQube® 8900
Color Multifunction Printer*
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ConnectKey®

Xerox® devices built on ConnectKey
Technology give you real, practical
solutions that:

e Streamline communication

« Simplify complex paper-driven tasks
e Drive down costs

« Keep your data secure

Xerox® WorkCentre®
7 5945i/5955i
Multifunction Printer
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cg= o Xerox® WorkCentre®
i ’ 5865i/5875i/5890i
- Multifunction Printer
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- Xerox® WorkCentre®
(R~ 7220i/7225i Color
| Multifunction Printer
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— Xerox® WorkCentre®
; .n,; 7830i/7835i/7845i/7855i
Color Multifunction Printer

ppm ppm
5 color 5 b/w

4 Xerox® WorkCentre® 7970i
Color Multifunction Printer

ppm ppm
7 color 7 b/w

Key ConnectKey Technology Features and Solutions Capabilities

*Built on a prior version of ConnectKey Technology, so not all ConnectKey
Technology enabled features may be available.

Listed print speeds are based on printing on 8.5 x 11 in. media

and typically reflect the fastest print speed available.

Convenience Standard | Apple AirPrint, Single Touch Scan, Xerox® Mobile Express Driver®, Mopria® Certified

Free Download | Xerox® Print Service Plug-in for Android, Mopria® Print Service Plug-in for Android™, Xerox® Mobile Link App

Optional | ConnectKey® for DocuShare®, Wi-Fi Kit, Xerox® Mobile Print, Xerox® Mobile Print Cloud

Productivity Standard | Address Book Integration, Remote Control Panel, Application Defaults, Searchable PDF, Print Around, TWAIN Support, Scan to Home, Scan to Email, Scan to Mailbox, Cloning,
Online Support from UI and Print Driver, Xerox® Global Print Driver®, Xerox® CentreWare® Web, Wi-Fi Direct with Optional Xerox® USB Wireless Adapter, QR Code App, Xerox® App
Gallery App, @PrintByXerox App

Optional | ConnectKey® Apps, Xerox® Scan to PC Desktop® SE and Pro, Foreign Device Interface Kit, Unicode Fonts Kit, Xerox® Easy Translator Service

Security Standard | McAfee® Embedded, McAfee ePolicy (ePO) Compatible, HDD Overwrite, AES 256-bit Encryption (FIPS 140-2 compliant), SHA-256 Hash Message Authentication, Common
Criteria Certification (undergoing evaluation), Encrypted Secure Print, Secure Fax, Secure Scan, Secure Email, Cisco® TrustSec Identity Services Engine (ISE) Integration,
Network Authentication, TLS, SNMPv3, Audit Log, Access Controls, User Permissions

Optional | McAfee Integrity Control, Smart Card Enablement Kit (CAC/ PIV/.NET), Xerox® PrintSafe Software

Cost Control Standard | Print Policies, User Permissions, Xerox® Standard Accounting, Cisco® EnergyWise enabled by Xerox® Power MIB, Earth Smart Print Driver

Optional | Equitrac Office®, Equitrac Express®, YSoft® SafeQ®, Print Audit and many other solutions by Business Innovation Partners

2014,2015 and 2016
BLI Document Imaging
Software Line of the Year Award

Build and configure your own Xerox® device built on ConnectKey Technology

at www.buildyourownxerox.com/connectkey.

To learn more about ConnectKey Technology-enabled features,

go to www.xerox.com/ConnectKeyEG.
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