
Xerox Common Access Card 
Authentication Solution

Advanced security for small to medium size workgroups.
Now, the same security available for large Xerox workgroup multifunction printers is available  
for the WorkCentre 4250/4260. The Xerox Common Access Card Enablement Kit brings an 
advanced level of security to sensitive government information.

A key benefit of the kit is its two-factor identification requirement. Users must insert their  
access card and enter a unique PIN at the device, providing added security in the event that a  
card is lost or stolen. The MFP validates the revocation status on all certificates (KDC and user) 
using the Online Certificate Status Protocol (OCSP).

Xerox Common Access Card Authentication Solution
Once a card is inserted into a reader, the Xerox Common Access Card Enablement Kit uses  
standard protocols to validate the card against information within a government server. The  
kit checks to ensure the identity card has not been revoked and then either grants or denies  
access to the MFP. When the card is removed from the reader, the session ends and all features  
on the device are automatically protected until the next user is validated.

Cloning feature saves time and eliminates errors
The cloning feature in the Xerox Common Access Card Authentication Solution reduces setup  
time for multiple MFPs and the potential for errors. Set up on one MFP, save a clone file with  
all your settings and then download the clone file to each additional MFP. 

Advanced security features in a small, value packed MFP
The Xerox WorkCentre 4250/4260 multifunction printer provides 
advanced security features including:

Secure LDAP•	
Image Overwrite Security•	
802.1X, SNMPv3•	
HTTPS (SSL)•	
IPsec and IPv6•	
Hard Disk Encryption•	

Encrypted Email•	
Scan to Email•	
Scan to Network•	
Scan to Home* •	
Common Access Card •	
Enablement Kit (optional).

For more information, call  
1-877-217-1830 or visit us at 
www.xerox.com/government

* Scan to Home via DFS pending

© 2011 Xerox Corporation. All rights reserved. XEROX®, XEROX® and Design®, and WorkCentre®  are trademarks of Xerox Corporation in the  
United States and/or other countries.  GOVFY-45UA

CAC Enablement Kit,  
WorkCentre 4250 / 4260	

Part Number: 497K09950

Enablement Kit includes:  
EMI suppressor, lock fasteners, clamps, 
hardcopy installation instructions and 
enablement key. CAC firmware must be 
downloaded from xerox.com. 

ERP: $199.99


