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Executive summary 

Around the world, IT organizations are on the same journey to virtualized, cloud, and software-defined data centers. These 
next-generation data centers virtualize IT resources to enable the pooling and sharing of infrastructure components, to 
increase IT agility, and to improve the economics of data center operations. This forward-looking approach to the data 
center creates a new set of performance management challenges that arise in virtualized environments. 

In this new era for IT, application workloads are not tied to dedicated servers, storage, and network resources. Instead, they 
move dynamically to balance workloads and optimize infrastructure utilization. The fluid nature of the data center changes the 
ground rules for performance management. It becomes more difficult to ensure service levels and application performance. 
To maintain performance, you now need to detect, diagnose, and troubleshoot performance in an environment that is 
constantly changing. 

Here are some of the steps you can take to manage performance in this new era: 

• Understand the challenges and risks associated with different IT environments—from traditional to cloud to 
software-defined data centers.  

• Develop a reference architecture for monitoring and automation. 

• Avoid the use of tactical point tools. Use integrated management tools that enable your IT administrators to see and 
resolve problems that span the virtualized compute, storage, and networking realms. 

Taking virtualization to a new level 

If you’re in an enterprise IT organization, you’ve undoubtedly been on the path to a heavily virtualized data center for 
several years. Virtualization of IT infrastructure is now widely seen as one of the keys to driving higher levels of IT efficiency, 
reducing operating costs, improving the delivery of business services, and enabling IT to respond faster to the needs of a 
dynamic business. 

But there’s a catch: performance management. A heavily virtualized IT environment creates performance management 
challenges that are far more complex than those of the past. It’s no longer enough to monitor the availability of the systems 
and applications that support business services. To efficiently detect, isolate, and troubleshoot performance issues, you 
need comprehensive visibility and insights into the performance, capacity, and health of your virtual infrastructure across 
multiple elements, domains, and hypervisors. 

This requirement for higher-level performance monitoring tools will grow in scope as your IT organization transitions critical 
applications to virtualized systems and moves into the world of cloud computing and the software-defined data center 
(SDDC). That is clearly the path we are on today as we create next-generation data centers that take virtualization—and the 
associated performance management challenges—to a new level. 

A new paradigm—that’s evolutionary 
While it’s a new paradigm for IT, the SDDC is not revolutionary; it’s evolutionary. It’s a continuation of a trend that began with 
the arrival of server hypervisors that allowed a single physical server to be abstracted into multiple virtual machines 
managed via a software layer. 

The SDDC takes virtualization to a higher level. Resources from across the data center—servers, storage systems, and 
networking devices—are virtualized, pooled, and controlled by software, including sophisticated automation tools. This new 
approach to the data center delivers the agility of a cloud environment while maintaining support for legacy applications 
that might not run well in a cloud. 

Industry analyst firm Forrester Research offers this definition: “An SDDC is an integrated abstraction layer that defines a 
complete data center by means of a layer of software that presents the resources of the data center as pools of virtual and 
physical resources, and allows them to be composed into arbitrary user-defined services.”1 

 
1 Forrester Research, “The Software-Defined Data Center Is The Future Of Infrastructure Architecture,” by Richard Fichera, November 12, 2012. 

http://www.forrester.com/The+SoftwareDefined+Data+Center+Is+The+Future+Of+Infrastructure+Architecture/fulltext/-/E-RES81941


Technical white paper | Performance Management in Software-Defined and Cloud Environments 

 

 
 

3 

The Gartner Group breaks the SDDC down into four processes:2 

• Abstraction—the decoupling of a resource from the consumer of the resource 

• Instrumentation—the process of opening up the decoupled infrastructure elements with programmatic interfaces 
(typically XML-based RESTful APIs) 

• Automation—the use of APIs to wire up the exposed elements using scripts and other automation tools to remove 
“human middleware” 

• Orchestration—the automation of provisioning through linkages to policy-driven orchestration systems 

These four processes are the keys to the data center of the future—a data center defined and controlled by software. This 
new paradigm removes existing barriers related to the management of server, storage, and network resources. Changes to 
infrastructure that used to require days and weeks to implement can now be made in minutes. 

Building blocks of the software-defined data center 

The SDDC encompasses software-defined compute, storage, and networking components. This is more than just converged 
infrastructure (CI). “Converged infrastructure packages multiple information technology (IT) components into a single, 
optimized computing solution. Components of a converged infrastructure solution include servers, data storage devices, 
networking equipment and software for IT infrastructure management, automation and orchestration.”3 CI includes the 
integration of these components in a single system offered by a technology vendor. An SDDC expands this definition by 
providing abstraction, pooling, automation, and orchestration across product components from many vendors. 

Software-defined compute 
Software-defined compute begins with the now-common practice of using hypervisors to virtualize servers, which are then 
provisioned as virtual machines (VMs). The VMs are abstracted resources that can be managed and pooled through a 
software layer.  

Software-defined storage 
In software-defined storage, software applications are layered on server infrastructures to deliver advanced data services, 
such as snapshots, thin provisioning, and multi-site disaster recovery. The underlying hardware is based on open 
technology, such as industry-standard x86-based servers.  

IDC defines software-based storage as “any storage software stack that can be installed on any commodity resources 
(x86 hardware, hypervisors, or cloud) and/or off-the-shelf computing hardware and used to offer a full suite of storage 
services and federation between the underlying persistent data placement resources to enable data mobility of its tenants 
between these resources.”4 

Software-defined networking 
With the rise of cloud environments, legacy network architectures are buckling under the pressure for instant access to 
applications and services, while network administrators are struggling with manual device-by-device configurations. 
Software-defined networking helps your organization address these challenges by virtualizing network resources, 
separating the control plane and the data plane, and enabling programmability across the data plane activities.  

Software-defined networking gives you the ability to apply business logic to network behavior in a dynamic fashion. 
This new approach to the network is based on a three-layer architecture:  

• An application layer provides open programmable interfaces to automate the orchestration of network services. 

• A control layer offers separate control and data planes, along with an abstract control plane of many devices to one. 

• An infrastructure layer enables open-standards-based programmatic access to infrastructure. 

 
2 Gartner Group, “Software Defined Data Centers and Security–What’s in a Name?” by Neil MacDonald, January 29, 2013. 
3 Wikipedia, “Converged infrastructure.” 
4 “IDC’s Worldwide Software-Based (Software-Defined) Storage Taxonomy, 2013,” IDC, #240500, April 2013. 

http://blogs.gartner.com/neil_macdonald/2013/01/29/software-defined-data-centers-and-securitywhats-in-a-name/
http://en.wikipedia.org/wiki/Converged_infrastructure
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The Open Networking Foundation describes this new approach to the network in these terms: “In the SDN architecture, the 
control and data planes are decoupled, network intelligence and state are logically centralized, and the underlying network 
infrastructure is abstracted from the applications. As a result, enterprises and carriers gain unprecedented programmability, 
automation, and network control, enabling them to build highly scalable, flexible networks that readily adapt to changing 
business needs.”5 

A world of virtualization 
In virtualized, cloud, and SDDC environments, hypervisors are used to abstract compute, storage, and network resources, 
which are then managed with an integrated set of software tools. Through their ability to facilitate the abstraction layer, 
hypervisors are a key enabling technology for this new approach to the data center. 

Table 1. Examples of hypervisors by technology 

Technology Examples Description 

Compute 
hypervisors 

• VMware vSphere 

• Microsoft® Hyper-V® 

• Citrix® XenServer® 

• Open source (KVM and XEN) 

The most mature and broadly adopted of the abstraction layers, 
compute hypervisors allow multiple instances of operating systems 
to share a single hardware host. Compute resources can be moved 
around to address performance requirements or availability constraints. 

Storage 
hypervisors 

• VMware Virsto 

• DataCore™ SANsymphony-V™ 

Similar to compute hypervisors, storage hypervisors virtualize and 
control all storage resources, uniting different hardware brands and 
types into a single storage resource and enabling central management. 

Network 
hypervisors 

• VMware Nicira 

• Cisco® OverDrive 

• Cisco Nexus family 

• VMware vSphere  

• Distribution Switches 

Network hypervisors enable the dynamic creation of virtualized 
network infrastructure that is abstracted from the physical networking 
components. Virtualization at this level allows for centralized switching 
and routing control to make the network environment more dynamic 
and scalable. 

Cloud 
platforms 

• OpenStack® 

• VMware vCloud Director 

• CloudStack® 

• Eucalyptus® 

A diverse range of open-source and proprietary cloud platforms 
enables today’s cloud services. Different types of cloud platforms 
are targeted at different types of applications, deployments, and 
economic models. 

 

Figure 1. Pooled resources remove the physical boundaries between compute, network, and storage infrastructure. 

 

 

 
5 “Software-Defined Networking: The New Norm for Networks,” an Open Networking Foundation white paper, April 13, 2012. 
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A unique set of challenges 

Managing a dense and fluid environment 
Virtualization leads to the pooling, consolidation, and concentration of resources. It takes many disparate and distributed 
systems and concentrates them together onto relatively few physical/real systems. This pooling can create contention for 
network connections and access to pooled storage resources. Analyst Bernd Harzog of The Virtualization Practice notes: 
“Increasing the density of the applications systems in this manner often creates unforeseen bottlenecks in the 
applications infrastructure.”6 

Historically the performance and capacity management of an application on physical infrastructure included the 
measurement of CPU and memory usage along with the network load and disk I/O load of the application. A monitoring tool 
would monitor usage patterns for these metrics and send alerts when thresholds were exceeded. Virtualized, cloud, and 
SDDC environments bring a unique set of performance management challenges. These challenges revolve around the fluid 
nature of the pooled IT environment. Applications are no longer tied to dedicated IT stacks. Instead, workloads move in a 
dynamic manner to maintain the required levels of performance.  

Given the always-changing nature of the environment, it can be extremely difficult to trace the cause and effect of 
performance problems. This tracing has to be done in real time. This reality points to the need for tools that automatically 
monitor performance, identify issues as they emerge, and isolate problems. These tools are one of the keys to meeting 
service level agreements in virtualized, cloud, and SDDC environments. Without automated tools, you might not be aware of 
emerging performance problems with critical systems that the lines of business depend upon—until users contact the 
help desk. 

Troubleshooting and root-cause analysis 
Virtual environments introduce virtual parameters that must be tracked at both the virtualization layer and the guest OS 
layers, while cloud environments must track both cloud services and cloud applications. Conventional monitoring tools fall 
short in these complex environments. Measuring latency in a virtual or cloud environment is particularly challenging. With 
users located anywhere in the world, using any device, endpoints are no longer fixed. 

Myths and realities 

Many myths have emerged about virtualization and its relationship to and impact on performance. The reality is often quite 
different from the myth. Let’s look at some of the more common myths. 

Myth: Application response time is adequate for monitoring performance. 
Reality: Infrastructure latency monitoring is critical for troubleshooting performance problems in virtualized and 
cloud environments. 

In today’s world of complex, composite applications, there are a great many moving parts behind the typical business 
service. A database might be in Europe and a server in New York, linked together by a wide area network (WAN). 
Performance problems can stem from latency anywhere along the line. This reality creates the need for an automated 
system that can detect problems, wherever they are, and dynamically allocate resources to avoid the degradation of 
business services.  

Myth: It’s not really necessary for virtualization performance management to be real time. 
Reality: As discussed earlier, virtualization introduces a lot of dynamism, making real-time or near real-time management 
an imperative. Without real-time management, you’re getting just point-in-time views that may not show you the source of 
performance problems.  

Agentless monitoring tools are not enough. These tools periodically poll thousands of devices, so they aren’t providing a 
real-time view of the state of your virtualized environment. They are giving you snapshots of a dynamic environment when 
you really need video. You can’t see fluctuations in performance or system availability that occurs between the points in 
time when the devices are polled. Your monitoring tools need to see these fluctuations in real time to trace the root cause 
of performance problems. 

What’s more, you don’t see issues with the granularity you need. For example, a robust performance management 
environment should include path-aware tools that can detect latency in the transmission of data between the storage disk 
and the application, and then dynamically allocate resources to fix the problem. Agentless monitoring products provide a 
good complementary tool, but they are not adequate by themselves. 

6 “Managing the Operations and Performance of Virtualized and Cloud-Based Infrastructures,” Version 5.0, April 2013, by Bernd Harzog. 
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Myth: Workload optimization/placement and performance management are practically the same thing. 
Reality: Workload optimization/placement and performance management are complementary capabilities at opposite 
ends of the time scale. 

Workload optimization looks at long-term resource-balancing issues with an eye toward having room to spare to 
accommodate unpredictable or changing demands on IT systems, and an eye toward improving the utilization of IT assets. 
It helps you foresee capacity trends and issues, identify under- and over-utilized systems, and optimize the distribution of 
resources in the virtualized environment. 

Performance management looks at short-term and real-time issues—it measures performance in milliseconds. Although 
impacted by capacity issues, performance management is all about maintaining the speed and consistency of service 
response times for both individual services and the overall infrastructure. 

Myth: Separate point tools are adequate with virtualization monitoring. 
Reality: A virtualization monitoring tool should integrate seamlessly with other infrastructure monitoring and business 
service management (BSM) tools. It can’t be any other way in a cloud or software-defined data center. All of the key pieces 
of the IT environment are virtualized and pooled, so they work together and change in dynamic ways. They have to be 
monitored in a unified manner. 

That’s not possible if different administrators are using different point tools to manage virtual resources. If that’s the case, 
server administrators can’t see problems in the network management view or the storage management view, and vice 
versa. This practice undermines the benefits of abstracting and pooling resources by attempting to isolate views and 
reporting. The reality is, all administrators need to have access to a common view of the virtualized environment, including 
visibility into problems that span multiple elements and domains. They have to be able to see into each other’s world, 
because they might be trying to troubleshoot the same performance issues and bottlenecks in the virtualized environment. 

Figure 2. A common view. For effective troubleshooting, administrators need to share a common view of the virtualized environment. 
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Risks and rewards 

After considering the myths and realities of virtualization performance management, it makes sense to take things a step 
further and evaluate risks and rewards. A primary goal of virtualization, cloud, and SDDC is to reduce operating costs and 
increase business agility. However, as you introduce these new technologies you increase the level of complexity. This 
creates greater risk and makes it more challenging to ensure service levels.  

When you optimize your environment to make the most of your resources you want to do so in a manner that limits risk to 
the business. Minimizing the risks requires detailed, near real-time monitoring of the infrastructure response time of pooled 
resources. Analyst Bernd Harzog summarizes the need in these terms: “In order to understand end-to-end infrastructure 
response time, the monitoring system should discover and map the topology of the infrastructure. It is essential that this 
discovery and mapping be fully automated and self-maintaining.”7  

In addition, the monitoring solution must be able to discover and map any application or service to the corresponding 
infrastructure components that support it. This level of automation provides a more holistic view of virtualized and cloud 
environments. It gives the operations and administrative teams the necessary visibility to assure services, while supporting 
the dynamic and dense nature of the optimized resources. This visibility is essential to reduce risk in operations. It should be 
in place prior to implementing the automation and orchestration of the SDDC. 

Recommendations 

Understand the challenges and risks in each environment.  
The requirements for security, speed, and agility vary dramatically from traditional data centers with virtualized systems to 
cloud and software-defined data centers. You need to understand the challenges and risks in each environment and place 
workloads accordingly. For example, you may want to keep your enterprise resource planning (ERP) systems, such as SAP 
and Oracle, in a traditional data center, where they run on dedicated resource stacks and are managed according to their 
own performance requirements, while moving less-critical applications to a cloud environment. 

Develop a reference architecture for monitoring and automation.  
When you manage multiple IT environments—traditional, virtualized, software-defined, and cloud data centers—you need 
to have a clear view of your criteria for monitoring infrastructure performance as well as application performance in 
different environments. You also need to have a unified set of tools that allow you to monitor and manage performance 
according to the criteria you spell out in your reference architecture. These monitoring solutions should be integrated while 
being “open” and adaptable, so you can use components from a variety of vendors. This is one of the keys to reducing the 
risk associated with moving applications and workloads to cloud or software-defined data centers. 

Avoid the use of tactical point tools for monitoring. 
Point tools may be appealing for their sharp focus and ease of use, but they are not practical or particularly useful when it 
comes to managing performance in complex virtualized environments. Cloud and software-defined data centers require 
integrated management tools that enable your IT administrators to see and resolve problems that span the virtualized 
compute, storage, and networking realms. They also need to map the infrastructure topology to the applications and 
services they support, so you can make the association between infrastructure performance problems and application 
performance. It’s both inefficient and ineffective to have different administrators trying to solve the same problems with 
different point tools. 

7 “Managing the Operations, and Performance of Virtualized and Cloud-Based Infrastructures,” Version 5.0, April 2013, by Bernd Harzog. 
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