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Federated Single Sign-On (SSO) Overview
In today's world, users require access to external systems whose access credentials aremanaged
by a 3rd party. Federated identity management enables the cross organizational exchange of
identity information across Internet domains, without migrating credential information or
consolidating several security domains. With federation, HP SaaS customers can authenticate
with their corporate credentials to gain access to HP SaaS solutions.

A federated system comprises the followingmain components:

l Identity Provider (IdP) – The identity provider belongs in the corporation that manages
accounts for a large number of users who need secure Internet access to the services orWeb-
based applications of another organization. In our case a customer's organization that requires
access to HP SaaSWeb-based applications and services.

n The IdP manages the corporate users, and integrates with Identity Management systems in
the customers organization responsible for authentication. The Identity Management
systems will integrate with authentication providers such as LDAP or AD.

n All user authentication is carried out via Identity Management systems integrated with the IdP

n For successfully authenticated users, the IdP sends a SAML assertion to the HP SaaS SP
that enables the user to access the HP SaaS services andWeb-applications.

l Service Provider (SP) – An SP belongs in the SaaS provider that wants to provide access to its
Web applications and services.

n The SP trusts a corporate IdP tomanage users and the authentication process.

n The SP does not manage an organization’s users, but it trusts the IdP tomanage user
authentication.

A trust must be set up between the customer IdP and the HP SaaS SP. Once a trust has been set
up and a user has been authenticated via the IdP using corporate credentials, the user can access
PronqMy Account and the HP SaaSWeb-applications and services.

Why use Federated SSO
Using federated SSO significantly simplifies cross-domain user management as follows:

l You use your corporate credentials to access HP SaaS. That means you can access all your
systems with one password.

l User details are updated in one place, the corporate domain.

l There is no need tomigrate identity information or consolidate between the two security
domains.

l Corporate credentials aren't exposed to the SaaS provider.
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This document describes how to initiate the set up of Federated SSO, and a high level description
of how it works.
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Setting Up Federated Single Sign-On (SSO)
HP SaaS customers can log in to HP SaaS solutions using Federated Single Sign-On (SSO). This
means that you will be able to access your HP SaaS solutions by signing on with your corporate
credentials. To set up Federated SSO, your organizationmust use a Security AssertionMarkup
Language 2.0 (SAML 2.0) compliant Identity Provider (IdP) that is configured to communicate with
an HP SaaS Service Provider (SP). SAML enables seamless SSO from a browser, by asserting the
identity of the user to the HP SaaS solution.

As IdPs come in all shapes and sizes, the following topic discusses in general what youmust do to
configure Federated SSO. As you will see in the description below, the person in your organization
responsible for managing your IdP will need to interact with the HP SaaS support team to
successfully set up a trust between your IdP and the HP SaaS SP.

Before you set up Federated SSO:

l Ensure you have a working SAML 2.0 compliant Identity Provider (IdP).

l Identify someone in your organization who is familiar with configuring andmanaging your
organization's IdP.

l Ensure that your IdP's system clock is synchronized with a reliable time source. If it is not,
tokens generated will be unusable and SSOwill fail.
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Summary of Federated SSO Setup
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Setting Up Federated SSO in a bit more detail

1. Ensure that your SAML 2.0 compliant IdP is working and that you have identified the person in
your organization who is responsible for configuring your IdP.

2. FromMy Account, click theSupportmenu, click , and open a ticket for the
HP SaaS support team to assist setting up a trust relationship between your IdP and the HP
SaaS Service Provider.

Note:

n To open a Federated SSOService request, in My Account, click theSupportmenu,
click , selectMy Account-> SSO Federation -> Set up a
connection to your organization's IdP.

n Ensure that in your request details you include the name of the IT person in your
organization who is familiar with your SAML 2.0 compliant IdP.

3. The HP SaaS support team sends you the Service Provider (SP)metadata.xml file that
contains connection information that you use to create a trust between your IdP server and the
HP SaaS SP.

Note: Themetadata.xml file contains information such as the SSO server name and the
public key. This file will be used by your IdP expert when setting up the trust.

4. Configure an IdP connection to the HP SaaS SP using the HP SaaS metadata.xml file as an
input value.

5. Export your IdP metadata.xml file with your public key certificate, and securely transfer your
metadata.xml file to the HP SaaS support team.

Note:

n Themetadata.xml file contains information such as the SSO server name and your
public key.

n The SAMLSubject must be an email address. Other SAML attributes include the First_
Name, Last_Name, and Phone.

6. The HP SaaS support team configures its SSO software for the connection.

7. The HP SaaS support team sends you a URL to test that Federated SSOworks, and that you
can log in via your IdP. Access the URL and verify you can log in via your IdP endpoint.

If successful, you can Accept the Request resolution.
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8. When the test is successful, HP SaaS sends you a URL to distribute to your users for logging
in to HP SaaS with Federated SSO.

How does the connection process work?

Once Federated SSO has been configured, the process works as follows:

Note: Steps 2 to 7 happen in the background, and are transparent to the user.

1. The user accesses the HP SaaS product instance with the URL that was that provided.

HP SaaS checks if the user is authenticated. If the user is authenticated, permission is given
to access the HP SaaS product instance.

2. If the user is not authenticated, the user is redirected to the HP SaaS Service Provider (SP) to
initiate SSO.

3. The user’s browser is then redirected to the customer IdP.

4. Once authenticated by the corporate side, a SAML token is sent to the user’s browser.

5. The SAML assertion is then forwarded to the HP SaaS SP.

6. If you are a valid HP SaaS user for your customer account, an SSO token is returned to the
user’s browser.
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7. The user’s browser then returns a token to HP SaaS and access is granted for the product
instance.
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