
Choosing how to build a cloud is the most strategic decision IT 
leaders will make this decade. It’s a choice that will determine your 
organization’s competitiveness, flexibility, and IT economics for the 
next ten years. Done right, a cloud delivers strategic advantages to 
the business by redirecting resources from lights-on to innovation. 
But only an open cloud delivers on the full strategic business value 
and promise of cloud computing. Not all “open” is created equal 
though. Openness doesn’t stop and end with the submission of 
some format to a standards body or with the announcement of 
partners endorsing some specific technology platform. And it’s 
more than just open source, important as open source is.

In this newsletter, we’ll share with you our perspective about how you can build an open hybrid 
cloud to maximize the positive benefits for your business. And you’ll learn how Red Hat, as the 
open source leader, is uniquely positioned to help you realize those benefits.

Paul Cormier 
Red Hat Executive Vice President & President, Products and Technologies
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• Gives you the freedom to use IP.  Recent history has repeatedly 
shown that there are few guarantees when a company owns IP 
on which you depend. Even if using some piece of proprietary IP 
is, today, tacitly tolerated, there are no guarantees for tomorrow 
in the event of a change of ownership or financial situation. The 
only guarantee is to use technology that is free from any required 
or potentially required licenses or other restrictions. so-called “de 
facto standards,” which are often “standards” only insofar as they 
are promoted by a large vendor, often fail this test.

• Is deployable on the infrastructure of your choice. Hybrid cloud 
management should provide an additional layer of abstraction 
above virtualization, physical servers, storage, networking, and 
public cloud providers. This implies – indeed requires – that 
cloud management not be tied to a specific virtualization and 
other foundational technology. This is a fundamental reason 
that cloud is different from virtualization management and is a 
fundamental enabler of hybrid clouds that span physical servers, 
multiple virtualization platforms, and a wide range of public cloud 
providers, including top public clouds.

• Is pluggable and extensible with an open API. This lets users add 
features, providers, and technologies from a variety of vendors or 
other sources. Critically, the API itself cannot be under the control 
of a specific vendor or tied to a specific implementation, but must 
be under the auspices of a third-party organization that allows for 
contributions and extensions in an open and transparent manner. 
Deltacloud, an API that abstracts the differences between clouds, 
provides a good example. It is under the auspices of the Apache 
Software Foundation and is neither a Red Hat-controlled project 
nor tied to a particular implementation of cloud management.

• Enables portability to other clouds. Implicit in a cloud approach 
that provides support for heterogeneous infrastructure is that 
investments made in developing for an open cloud must be 
portable to other such clouds. Portability takes a variety of forms, 
including programming languages and frameworks, data, and 
the applications themselves. If you develop an application for one 
cloud, you shouldn’t need to rewrite it in a different language or use 
different APIs to move it somewhere else. Furthermore, a consistent 
runtime environment across clouds ensures that retesting and re-
qualification isn’t needed every time you want to redeploy.

Done right, a cloud delivers strategic advantages to the business by 
redirecting resources from lights-on to innovation. But only an open 
cloud delivers on the full strategic business value and promise of 
cloud computing.

But not all “open” is created equal. Openness doesn’t stop and end 
with the submission of some format to a standards body or with 
the announcement of partners endorsing some specific technology 
platform.  Using open source technologies to build the cloud is (or 
should be) a given. It’s more than that.

An open cloud isn’t about having some singular feature or 
characteristic. It’s about having a wide range of attributes that push 
the needle from wholly closed to truly open. Just because a cloud 
avoids being a walled garden in some respects doesn’t mean that it 
delivers the full business value of an open cloud.

An open cloud has the following key characteristics:

• Is open source. This allows adopters to control their particular 
implementation and doesn’t restrict them to the technology and 
business roadmap of a specific vendor. It puts users in control 
of their own destiny and provides them with visibility into the 
technology on which they’re basing their business. Open source 
also lets them collaborate with other communities and companies 
to help drive innovation in the areas that are important to them.

• Has a viable, independent community. Open source isn’t just 
about the code, its license, and how it can be used and extended. 
At least as important is the community associated with the code 
and how it’s governed. Realizing the collaborative potential of open 
source and the innovation it can deliver to everyone means having 
the structures and organization in place to tap it fully.

• Is based on open standards, or protocols and formats that are 
moving toward standardization, that are independent of their 
implementation. Cloud computing is still a relatively nascent 
technology. As such, standardization in the sense of “official” 
standards blessed by standards bodies is still in early days. That 
said, approaches to interoperability that aren’t under the control 
of individual vendors and that aren’t tied to specific platforms 
offer important flexibility. This allows the API specification to evolve 
beyond implementation constraints and creates the opportunity for 
communities and organizations to develop variants that meet their 
individual technical and commercial requirements.

Why the future of cloud is open
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Benefits of an open cloud 
Only an open cloud delivers on the full strategic business value and promise of cloud computing. 
By embracing open clouds organizations ensure the following benefits:

1. Cloud Efficiencies Everywhere 
An open cloud brings the benefits of cloud across all of your IT resources, not just a subset.

2. You Avoid Cloud Silos 
Building a cloud silo or turning an existing management silo into a cloud just increases overall IT management complexity

3. Easy On-ramp Without Migration 
An open cloud provides a straightforward path for enterprises, not an expensive migration process.

4. You’re in control 
An open cloud prevents one vendor from controlling your economic model and your access to innovation.

5. Achieve the Ultimate in Portability and Interoperability 
An open cloud allows you to manage applications and data across your choice of a diverse infrastructure.

Source: Red Hat

FIGURE 1
Open Hybrid Cloud vs. Closed Cloud

Only by embracing clouds that are open across the full gamut of characteristics can organizations ensure that their cloud delivers the full strategic 
value promised by cloud computing. An open cloud isn’t a nice-to-have for IT organizations. It’s a must-have.

Learn more on how to build a cloud for your organization using an open, hybrid stategy at http://www.redhat.com/open-hybrid-cloud/

Interactive Resources 
Video: Investigate open cloud
Learn how an open approach to cloud puts you in control of 
your decisions and choices.

http://ar.gy/openhybridvideo

http://ar.gy/openhybridvideo
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• Employ a strategic approach in the 
deployment of cloud management 
platforms (CMPs)1 and CSB2 enablers. 
Create an organization, operational 
processes, business relationships and 
technologies that deliberately make 
multisourcing (cloud and non-cloud, on-
premises and off-premises, and private/
public/hybrid cloud) transparent, dynamic, 
efficient and effective for IT’s customers.

Analysis
As cloud computing matures as a style of 
IT service delivery, the mission for IT — and 
especially I&O — is changing. The term 
“hybrid IT” describes the new function 
and operational model for IT in a cloud 
computing, dynamically multisourced, 
heterogeneous world. A hybrid IT 
organization is a trusted broker, interface 
and provider for all IT services, whether 
private or public, which will be a combination 
of services provided by the IT organization 
and external providers, using both cloud 
computing styles and traditional styles of 
computing that are integrated, aggregated, 
customized, managed and governed to meet 
enterprise IT requirements.

The Road to Hybrid IT
In the past, IT’s mission was to be the provider 
of the IT services needed for an enterprise 
to meet its goals. Outsourcing offered the 
ability to source some or all IT services from 
an external provider. In 2005, as outsourcing 
matured, Gartner described multisourcing 
as the state of the art in leveraging multiple 
external providers of IT services, and 
since then, Gartner has provided a rich 
foundation of research for effective and 
efficient management of multisourcing and 
multisourcing integration.

Cloud computing is taking multisourcing to 
a new, more dynamic level, changing the 
mission and operational model for IT and 
I&O in particular. Being a competitive IT 
provider isn’t good enough — the new core 
competency is being the trusted broker for 
services delivered from many, changing 
providers.

Key Findings
• Hybrid IT requires new organizational 

roles and structure, where the 
infrastructure and operations (I&O) 
organization can take on and/or 
delegate responsibility to external IT 
service providers, multisourcing service 
integrators (MSIs) and cloud services 
brokerages (CSBs) to deliver the needed IT 
services for its organization.

• The hybrid IT function within an 
organization will become one of the 
most critical technology and partnering 
investments made by enterprises, and will 
influence how IT makes decisions on all 
technologies and IT services used by the 
enterprise.

Recommendations
• Organizations must decide how the hybrid 

IT mission will be fulfilled: by the I&O 
organization, by external brokers and 
integrators, or some combination.

• The I&O organization must evolve 
its organization model and skills to 
handle new roles for service interfaces, 
brokerage, governance, integration, 
etc., or build relationships with external 
providers that can do the same.

• Enterprises must actively drive alignment 
across key roles (including business leaders, 
procurement and sourcing departments) 
and IT, and educate internal teams to adapt 
their role and mission within the enterprise in 
support of hybrid IT models.

The cloud computing style takes 
multisourcing to a new, broader, much 
more dynamic real-time and granular 
level. The fundamental difference is the low 
barrier to entry that is at the heart of cloud 
computing services — the ability to turn it 
on quickly, scale it rapidly up or down, and 
(ostensibly) turn it off, on demand. Service 
provider relationships in a cloud computing 
market can potentially be temporary, and 
usage can vary dramatically. This not only 
changes the nature of provider relationships 
(forming and possibly dissolving rapidly, 
more dynamically, more automatically and 
indirectly), but it also completely changes 
the nature of the usage of IT by the business. 
The cloud computing style is not simply 
another way to deliver the same IT services; 
it enables experimentation and innovation 
by the enterprise, by reducing the risk and 
entry expense of using IT services. This is 
true both for public cloud computing (where 
startup expenses are replaced with usage-
based pricing) and for on-premises private 
cloud computing (where risks and expenses 
are shared across the organization).

The automated service interface of cloud 
computing services also creates a new 
dynamic — the ability for relationships and 
usage to be brokered and managed in 
a policy-based and automated manner. 
Additionally, the services themselves can 
be delivered in a dynamic and multisourced 
manner, from a combination of internal, 
external, cloud, noncloud, private cloud and 
public cloud services. Similar to the more 
static role of MSI, a new and more dynamic 
role of CSB has emerged in parallel. A hybrid 
IT organization will encompass both roles 
and abstract sourcing styles for any service.

From the Gartner Files:

Hybrid IT: Delivering IT as a Provider 
and a Trusted Broker
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By lowering the barrier to services, cloud 
computing also makes it easier for anyone 
to purchase and access the services that 
they need. However, easy access does 
not eliminate the requirement for solution 
and provider selection, contracting and/
or payment, usage and cost governance, 
service-level assurance, risk and security 
management, compliance management, 
integration and customization, problem 
management, disaster recovery, solution 
migration, etc. In hybrid IT, the role of I&O 
is to be the value-added enabler for the 
most effective and efficient use of services, 
across the enterprise — when those value-
added services are needed. IT eliminates 
the requirement for enterprise users to be 
concerned about how a service is being 
implemented and acquired — allowing them 
to focus strictly on using the service. The 
challenge for I&O is to provide these value-
added services without creating tremendous 
latency in the process; speed and agility 
are critical to avoid the IT organization being 
bypassed by a do-it-yourself IT service user 
of cloud computing.

Hybrid IT and the Enterprise
When functioning correctly, the role of hybrid 
IT changes the relationship between IT and 
the enterprise. Less mature relationships 
position I&O as a custodian of IT resources, 
where the enterprise is intimately involved 
in implementation details. More mature 
relationships are service-oriented, where 
I&O is considered by the enterprise as a 
service provider that delivers based on 
service levels. However, as cloud computing 
matures, the enterprise can potentially 
consider IT as just another provider among 
many. Hybrid IT requires the relationship 
to expand, where IT becomes the trusted 
broker for all (or at least most) IT-based 
services, regardless of provider sourcing, 
or style of service delivery. IT will continue to 
take responsibility for service delivery and 
service levels, even when those services 
are delivered by other providers, but they 
should shield the enterprise from provider 

selection, style of computing choices and 
integration issues, and should ensure 
compliance with corporate and industry 
governance requirements. Successful 
hybrid IT organizations are outcome-driven, 
and understand the dynamic relationship 
between business requirements and results.

The I&O organization must actively work with 
its internal customers to change its role and 
mission within the enterprise. This requires 
both the stick (the executive mandates about 
what business units can and cannot do with 
respect to using IT-based services), and the 
carrot (the benefits that users receive by using 
enterprise IT as the trusted broker). Successful 
IT organizations will identify the problems that 
need to be solved (i.e., cost control, security, 
inefficiency in governance, compliance, 
etc.), and will identify and prioritize where 
they can provide value-adds (i.e., ease of 
billing, reduced complexity, single sign-on, 
service-level management, etc.). The proof 
will always be in the results; identifying and 
solving a specific problem as an interface 
and broker, for specific enterprise customers, 
will create buy-in.

Hybrid IT and the I&O Organization
Hybrid IT requires new organizational roles 
and responsibilities, and, in most cases, 
the existing I&O organization is best-
suited to implement these roles. Previously, 
organizations were likely to use an internal 
procurement group or an external MSI to 
manage their multisourcing needs. In the 
hybrid IT model, there is the potential for 
every group to act as a broker of services. 
This, in turn, has the potential to lead to chaos 
in the organization, because of the loss of 
governance over technology procurement 
and consumption. Two roles are critical to 
address this problem:

• The IT broker group

• The public cloud management group

The IT broker group acts as the intermediate 
supplier when the enterprise requests a 
new service or business outcome, and 
determines, among other things:

• Service architecture (traditional, private 
cloud, hybrid cloud, public cloud, etc.)

• Sourcing methods and policies (internal, 
external providers, or some combination)

• Service duration (immediate, short term, 
long term, etc.)

• Enterprise requirements (compliance, 
security, disaster recovery, etc.)

• Service integration (single sign-on, data 
portability, pricing, etc.)

• Runtime policies (runtime sourcing 
decisions based on workload, resource 
utilization, security, compliance, etc.)

• Service quality demand (performance 
and availability requirements)

• Service economics (flexibility and cost)

These decisions are not necessarily static. 
For example, a service might be designed 
that leverages several external cloud 
providers that change over time, or where 
usage is based on pricing or availability of 
internal resources. The IT broker group sets 
policies for how multisourcing or hybrid 
cloud services are dynamically provisioned. 
When brokering between multiple cloud 
providers (including private), the IT broker 
group is taking on the role of the CSB. 
However, the IT broker group will also take 
on the interface role for traditional services, 
which may be insourced, outsourced, 
hosted, etc.
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The IT broker group should also be proactive 
in identifying changes in the market or 
requirements that may require changes in 
the service architecture, sourcing methods 
and policies. For example, the services 
delivered by cloud computing providers 
may mature to the point where it is more 
cost-effective and efficient to use external 
services, rather than sourcing those services 
from an on-premises private cloud.

A public cloud management group will take 
on primary responsibility for:

• Identifying potential cloud providers 
(including identifying cloud services that 
can and should be leveraged by the 
enterprise, and being proactive with the 
enterprise when opportunities arise)

• Forging relationships with cloud providers 
(including evaluating their capabilities 
and contracting for their services 
including integration into the CMP or CSB 
marketplace). This would include having 
an up-to-date list of providers that could 
be used on-demand for a short duration

• Managing and monitoring service delivery 
(including problem management)

• Displaying and communicating risks (i.e., 
integration) including the risk mitigation

• Understand the minimum requirements 
for services that can be quickly leveraged

• Determining whether or not to use 
external third-parties for brokerage roles

• Performing cost comparisons between 
providers over time and ensuring cost-
effective solutions

Hybrid IT for the Midmarket
Smaller enterprises will find they require 
multiple providers of services, possibly 
with varying levels of isolation/privacy, 
and integration across those providers. 

However, many midmarket enterprises will 
turn to third parties that take on the MSI, 
value-added reseller (VAR) and/or CSB 
roles. In those cases, the trusted broker of 
multiple services will likely be a third party, 
but the strategy and requirements will be 
the responsibility of the enterprise. These 
third-party entities will provide hybrid IT 
capabilities generally and CSB specifically, 
particularly as the consumption of public 
cloud services increases. Although the 
market for CSBs is still young and emerging, 
Gartner believes it will grow substantially 
during the next few years.

Hybrid IT and Technologies to 
Watch
Hybrid IT will be enabled by a variety 
of technologies that deliver integration, 
governance, contract management, service 
catalogs, etc. Some services managed by 
hybrid IT will be traditional — modernized, 
virtualized and automated, but not cloud. 
However, with respect to cloud services 
(both public and private), there are two 
emerging technology centers of gravity that 
enable hybrid IT. The first is the CMP, which 
is essentially the service interfaces and 
service automation needed to create and 
deliver a cloud service. All cloud services 
are built around CMPs. Many enterprises 
are building private clouds today based on 
CMPs. Very simple CMPs are focused on 
the delivery of a single service. The second 
technology area is CSB enablement. These 
are technologies that specifically enable 
aggregation, integration and customization 
across multiple cloud services — essentially, 
working with multiple CMPs.

While these are two different technology areas, 
a natural evolution of the CMP being used for 
private clouds is hybrid cloud interoperability 
and orchestration — mainly the aggregation 
function of CSB. Some CMPs are very general-
purpose, intended to manage and deliver 
many cloud services, and also to handle a 
broad CSB role between those cloud services 
and external cloud services.

I&O organizations need to be strategic in their 
plans for CMPs and CSB enablement. Tactically, 
the goal may be to enable a specific cloud 
service, enable a specific hybrid cloud service 
or manage a specific brokering capability. 
However, tactical solutions can lead to islands 
of technology, processes and organizations. 
Strategically, I&O should set its sights higher. 
Plan for hybrid IT by creating an organization, 
operational processes, business relationships 
and technologies that deliberately make 
multisourcing (cloud and noncloud, on-
premises and off-premises, private/public/
hybrid cloud) transparent, dynamic, efficient and 
effective for IT’s customers.

Bottom Line
Hybrid IT is the mission and the operational 
model for IT in a cloud computing world. As 
more cloud computing services emerge, the 
value of a trusted broker for the enterprise 
will increase, to ensure maximum efficiency 
and effectiveness in provider selection, 
governance, payment, integration, 
management, security, compliance, etc. A 
market of CSBs and MSIs is already evolving, 
as are technologies to help an enterprise 
achieve hybrid IT. Fundamentally, hybrid IT 
requires working with the enterprise, including 
business leaders, to change the working 
relationship between the enterprise and 
IT to one where IT is the trusted broker and 
value-added supplier for all IT-based services, 
whether they are internal or external.

Evidence
1CMPs are integrated products that manage 
public, private and hybrid cloud services  
and resources.

2CSB is an IT role and business model in 
which a company or other entity adds value 
to one or more (public or private) cloud 
services on behalf of one or more consumers 
of that service via three primary roles: 
aggregation, integration and customization 
brokerage.

Source: Gartner Core RAS Research, G00245906, Thomas 
J. Bittman, Drue Reeves, Ed Anderson,  

28 June 2013
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Red Hat was founded in 1993 and is headquartered in Raleigh, NC. 
Today, with more than 60 offices around the world, Red Hat is the 
largest publicly traded technology company fully com- mitted to 
open source. That commitment has paid off over time, for us and 
our customers, prov- ing the value of open source software and 
establishing a viable business model built around the open source way.

Red Hat provides enterprise-strength, mission critical, software and 
services in today’s most important IT areas: Operating Systems, 
Storage, Middleware, Virtualization, and Cloud Computing. Red Hat’s 
open source model supplies enterprise computing solutions that 
reduce costs, improve performance, reliability and security.

Learn more about Red Hat’s open cloud solutions at www.redhat.
com/solutions/cloud-computing/ or by contacting a representative  
in your region.
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